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Preface

Police-related activities are a key element of the OSCE’s efforts to strengthen security and sta-
bility in the OSCE area and represent an important aspect of the Organization’s contribution
to strengthening participating States’ efforts to address threats posed by criminal activity. Since
1999, police-related activities have been one of the basic components of the OSCE’s endeav-
ours in the fields of conflict prevention, crisis management and post-conflict rehabilitation.

In line with its mandate, the OSCE steadily strives to support its participating States in en-
hancing their competencies, improving the effectiveness of their criminal justice systems,
and increasing the capabilities of their law enforcement and police services. The evolution
of transnational threats, ever-changing criminal patterns and increasing demand for services
provided by the police call for a constant renewal of strategies, priorities, plans and methods.
The OSCE Guidebook on Intelligence-Led Policing is an important step by the OSCE towards
addressing these challenges.

This guidebook presents intelligence-led policing (ILP) as a modern and proactive law en-
forcement model, and a realistic alternative to traditionally reactive forms of policing for
OSCE participating States. ILP, which has already been adopted in a number of countries in
recent years with promising results, combines intelligence gathering, evaluation and analysis
with informed decision-making procedures and mechanisms, thus providing more efficient
and effective management of national law enforcement.

Research has revealed that ILP has significant potential as a modern law enforcement model,
but its success greatly depends on specific requirements, which are outlined in the guidebook.
Political support and senior managerial awareness and commitment are among the key pre-
requisites.

I would like to express my gratitude to more than 30 law enforcement experts from OSCE
participating States, academia, international organizations and OSCE field operations who
assisted the Strategic Police Matters Unit of the OSCE Transnational Threats Department in
developing this guidebook by providing valuable input and reviewing drafts. I would also like
to thank our colleagues at the OSCE Office for Democratic Institutions and Human Rights
for sharing their expertise on human rights and data protection relevant to ILP and its im-
plementation.

The 2016 German and the 2017 Austrian OSCE Chairmanships have strongly supported the
ILP initiative within the OSCE. The publication of this guidebook would not have been pos-
sible without their support.

Lamberto Zannier
OSCE Secretary General
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Today’s law enforcement is facing more complex challenges than ever before. At the same time,
public demands for greater effectiveness, efficiency and accountability of the police have been
raised considerably. Intelligence-led policing (ILP) developed in recent years as a response to
these growing challenges. The model not only provides a modern approach to identifying and
planning countermeasures against increased transnational threats such as terrorism and organ-
ized crime, but can also be applied to day-to-day proactive planning and police management. At
a time of austerity measures and budget constraints, ILP provides law enforcement management
with methods and tools to identify priorities and allocate resources accordingly.

This guidebook addresses ILP from four main standpoints. First, it defines ILP and the rationale
for promoting the model as a contemporary law enforcement approach, applicable to the OSCE
area as a whole. Second, it covers the important subjects of human rights and data protection
when implementing ILP. Third, it addresses the analysis of data and information, resulting in stra-
tegic and operational intelligence products being used as basis for informed and evidence-based
decision-making. Fourth and finally, the guidebook introduces practical recommendations of na-
tional, regional and local organizational structures as well as the minimum standards needed for
criminal intelligence departments and decision-making mechanisms.

ILP puts criminal intelligence analysis at the core of law enforcement. It also moves criminal
analysis and decision-making closer together than other contemporary policing models, calling
for new skills and competencies of law enforcement analysts and managers.

The main objective of this guidebook is to provide OSCE participating States with tools to
strengthen their law enforcement’s professionalism, enhance quality and effectiveness of their
activities, and maximize management of their resources, resulting in increased public trust and
targeted measures against threats to public security and safety.

Rasa Ostrauskaite

Co-ordinator of Activities to Address
Transnational Threats,

OSCE Secretariat



Executive Summary

Intelligence-led policing (ILP) is a modern approach to law enforcement. First introduced
in the United Kingdom in the 1990s, ILP has primarily been used in countering serious and
organized crime. Promising results in recent years have prompted law enforcement authori-
ties to expand the intelligence-led proactive methodology to all areas of police management
as a comprehensive business model. ILP focuses on systematic gathering and evaluation of
data and information, through a defined analysis process, turning it into strategic and oper-
ational analysis products, which serve as basis for improved, informed and evidence-based
decision-making.

Two of the main challenges of today’s law enforcement are the ever-increasing complexities
and transnational nature of crime as well as enhanced public demand for financial efficien-
cy, i.e. ‘to do more for less. The ILP model addresses these challenges by emphasizing and
providing for intelligence-based prioritization followed by tasking and allocation of available
resources in line with defined priorities.

By outlining clear and defined criminal intelligence mechanisms, decision-making proce-
dures and organizational structures at the local, regional and national levels, this guidebook
not only presents the conceptual ILP model, but also offers pragmatic tools to implement
it. These include day-to-day policing practice, proactive strategic planning and operational
action plans as well as instruments to address serious and organized crime. Furthermore,
this guidebook explains how ILP can considerably complement community policing while
proving an effective tool in countering terrorism, violent extremism and radicalization that
can lead to terrorism (VERLT).

Criminal intelligence analysis is given more significance in ILP than other contemporary po-
licing models. This calls for enhanced and sometimes new analytical skills and competencies
within the law enforcement. The proactive, forward-looking focus of ILP also relies on law en-
forcement managers to know how to work with analysts and make use of analytical products
in their decision-making and planning. Thus, in adopting and implementing ILP, there must
be specific focus on preparing and training high- and middle-level leadership and manage-
ment within the law enforcement.
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Research has revealed that if ILP is to be implemented to its full potential, political support
and high- and middle-level management awareness and commitment are vital. Other impor-
tant preconditions for the successful application of ILP are covered in the guidebook, includ-
ing: multi-agency approach to law enforcement; clear tasking mechanisms; the transforma-
tion of the ‘need to know’ culture into the ‘need to share’; the presence of I'T communication
channels to forward information; analytical databases and skilled analysts; and relevant or-
ganizational structures that support ILP.

For ILP to work effectively, feedback on and evaluation of intelligence products, as well as
constant managerial monitoring and quality control of the model are of fundamental impor-
tance and must be embedded into its practices.

The absolute obligation of all law enforcement to respect and adhere to human rights and data
protection principles while implementing ILP is repeatedly stressed in this guidebook. The
gathering, processing and use of data and information must at all times strictly comply with
national laws and international human rights standards. With internal and external control
mechanisms, and its evidence-based and transparent decision-making procedures, ILP is in-
tended to enhance the accountability of law enforcement management.

This guidebook provides a general framework for ILP and its implementation for the whole
OSCE area. Technical details on implementing ILP are not covered, thereby leaving room for
OSCE participating States to adapt the model to their respective national needs and circum-
stances in line with their national legal frameworks.
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Introduction

Background and rationale

Traditional reactive law enforcement models have encountered severe difficulties in coping
with today’s risks and threats, and reacting to new criminal opportunities caused by, inter
alia, an increase in personal mobility and migration, rapid technological and communica-
tion changes, free movement of goods and services, and growing income inequality. Violent
extremism and radicalization that lead to terrorism (VERLT) as well as terrorist incidents in
recent years have highlighted the need to share, connect and centrally analyse relevant data
and information (intelligence) from all levels, in compliance with national legislations, in-
ternational human rights standards and OSCE commitments. Intelligence-led policing (ILP)
developed as a response to these growing challenges by inspiring and facilitating a proactive
policing approach, complementing the traditional, reactive policing model. It has proved to
be an effective tool to address organized crime, to make better use of resources, and to iden-
tify and address priority tasks in a targeted manner. The proactive and future-oriented ap-
proach of ILP facilitates crime prevention, reduction, disruption and dismantling. Key to the
ILP approach is the systematic gathering and analysis of information and data relevant to the
prevention, reduction and dismantling of crime, followed by the development of intelligence
reports. On this basis, informed and forward-looking policy-making and managerial deci-
sions can be made and resources allocated, addressing the most pressing security concerns,
threats, crime types and criminals. ILP has furthermore proved to be an effective and sustain-
able tool for countering terrorism and VERLT.

Based on its mandate to provide assistance to participating States in building capacity, improv-
ing professionalism, and supporting police development and reform, including by developing
guidelines’, the Transnational Threats Department’s Strategic Police Matters Unit (TNTD/
SPMU) developed this guidebook, Intelligence-led Policing. The drafting of this guidebook
is a follow-up to the 2016 Annual Police Experts Meeting (APEM), held in Vienna on 9-10
June 2016, where ILP was the subject matter. One of the APEM’s Key Findings and Outcomes
was the need for a common OSCE notion of the ILP concept and to develop a guidebook for
OSCE participating States on the subject. The 2016 OSCE German Chairmanship, the 2017
OSCE Austrian Chairmanship and the OSCE Secretary General have clearly expressed their
strong interest and support for further promoting the ILP concept and its implementation,
starting with tasking the TNTD/SPMU to draft an OSCE ILP guidebook.

In preparing and drafting this guidebook, particular attention was paid to avoid duplication of
efforts and build on work already on the subject by national authorities of OSCE participating
States as well as regional and international organizations. Therefore, written material was gath-
ered for this guidebook, with the kind permission from relevant stakeholders. The ILP material

1 OSCE Permanent Council, Decision No. 1049. “OSCE Strategic Framework for Police-Related Activities” (PC.DEC/1049, Vienna,
26 July 2012).
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in this guidebook includes and builds on the work of the United Nations Office on Drugs and
Crime (UNODC), the United Nations Department of Peacekeeping Operations (UNDPKO),
INTERPOL, the European Union External Action Service and Europol.

ILP-related legal documents, formal instructions, national handbooks and other written in-
puts were gathered from a number of national authorities of OSCE participating States and
OSCE field operations. The joint OSCE/UNODC ILP information sheet, issued in April 2016
for the 2016 OSCE Annual Police Experts Meeting (APEM), served as a basis for the OSCE
ILP model, which is presented in sub-chapter 7.1 as the proposed framework for implement-
ing the ILP concept in OSCE participating States.

All OSCE participating States and OSCE executive structures as well as a number of regional
and international organizations were invited to nominate experts to review drafts and provide
inputs to this guidebook. Around 30 nominated experts participated in a two-day draft re-
view workshop in Vienna in December 2016, 15 of whom provided written inputs throughout
the drafting process of this guidebook.

The theoretical framework for the OSCE ILP model recommended in sub-chapter 7.1 is
based on Professor Jerry H. Ratcliffe’s academic research presented in his 2016 book Intel-
ligence-Led Policing.* Professor Ratcliffe is the most frequently cited scholar on this subject.
Three internationally recognized academics presented and introduced their research on
ILP-related subjects at the 2016 OSCE APEM.? Dr. Adrian James participated in the draft re-
view workshop and provided his written input and academic view on the content throughout
the drafting process of the guidebook.

In the process of establishing a common OSCE notion of ILP, linguistic challenges had to be
overcome, because intelligence does not convey the same meaning in different languages.
The translation of the ILP concept, for instance from English to Russian, can cause some
disharmony. The word intelligence is commonly understood in Russian as restricted data and
information held by security services and other authorized agencies including authorized (re-
sponsible) police units, whereas in English, intelligence stands for all kinds of analysed data
and information, developed by and accessible to law enforcement agencies. It is important to
keep this language disharmony in mind when referring to ILP and to note that, throughout
this guidebook, intelligence refers to the latter meaning of the word, namely analysed data and
information.

2 Ratcliffe (2016).

3 These academics are: Dr. Adrian James, Senior Lecturer and researcher at the University of Portsmouth’s Institute of Criminal Justice
Studies. Dr. Elke Devroe, Associate Professor and criminologist at the University of Leiden’s Institute of Security and Global Affairs;
and. Dr. Monica den Boer, Adjunct Professor in the Department of Security and Criminology at Macquarie University in Sydney,
Australia and Director of SeQure Research and Consultancy.

11



INTRODUCTION

12

Objective and added value

ILP is not a new subject within the OSCE. Some OSCE field operations are already engaged
in supporting participating States in the implementation of ILP or some components of the
model. Even though the partial or full implementation of ILP in countries within the OSCE
region has yielded positive results, there seem to be discrepancies between the meaning of,
the approach to, and ways of implementing ILP.

This guidebook aims at explaining and outlining the framework as well as the main compo-
nents of ILP in order to enable a consistent understanding and implementation of ILP in the
OSCE area. Its purpose is to serve as a practical tool for policy-makers, law enforcement de-
cision-makers and criminal analysts in their efforts to improve the professionalism, effective-
ness and efficiency of the police. The guidebook will provide a number of practical examples
of good practices in implementing ILP, based on experience from OSCE participating States
and international organizations, which can be tailored to national circumstances.

Although especially aimed for policy-makers, higher-level officials and law enforcement man-
agers, this guidebook also serves all law enforcement and training institutions as well as uni-
versities and academia.

There is diverse academic and theoretical literature on ILP as well as a range of technical guid-
ance material on single components of the ILP model, such as technical guidance handbooks
from UNODOC listed in the reference chapter, and national handbooks. This guidebook inte-
grates some of this material, thus meeting the identified need for a guidebook on the general
ILP approach, which can be used as a framework material for all OSCE participating States
and Partners for Co-operation. It covers ILP in a comprehensive way, from the theoretical
framework, through definitions and the introduction of key concepts and main components
of the model, to a practical presentation of ILP implementation, including information analy-
sis, threat assessments, decision-making and organizational structures.

In accordance with its comprehensive concept of security, the OSCE regards the protection
of human rights, the rule of law, and democratic principles as an integral element of security.
Participating States have recognized that security cannot be achieved at the expense of hu-
man rights, but that both are inclusive and mutually reinforcing objectives. Accordingly, law
enforcement measures to address security threats can only be effective if they comply with
human rights. Therefore, a separate chapter focuses on legal considerations, human rights
and data protection to inform the discussion of the ILP concept and its practical implemen-
tation throughout this guidebook.
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Structure of the guidebook

After briefly introducing the most common models of policing in Chapter 1, Chapters 2 and 3
focus on clarifying and presenting definitions of ILP and key terms within the concept. Chap-
ter 4 gives a short overview of the main potential advantages in applying ILP to contemporary
law enforcement. Chapter 5, drafted by the OSCE Office for Democratic Institutions and
Human Rights (ODIHR), highlights human rights and data protection issues that apply to ILP.
The criminal intelligence process, including analysis, is the backbone of ILP and the basis for
the decision-making framework presented in the guidebook. Therefore, Chapter 6 explains
the six traditional steps of the intelligence cycle and how it is applied within the ILP context.

Having covered the ILP conceptual model, human rights and data protection, and the crim-
inal intelligence process, Chapter 7 focuses on the operationalization and practical imple-
mentation of ILP, starting with a graphical presentation of the proposed OSCE ILP model
and a short description of each of its main components. This is followed by a sub-chapter
where some challenges are identified and key implementation requirements are introduced.
As analysis and assessment reports and other criminal intelligence products are the basis
for strategic and operational planning, this guidebook repeatedly underlines the importance
of the relationship between analysis and decision-making. Therefore, a separate sub-chapter
covers decision-making within ILP, which is followed by sub-chapters 7.4 and 7.5 on local,
regional and national criminal intelligence mechanisms and departments as well as proposed
structures of tasking and decision-making meetings. These chapters provide clear suggestions
on how to practically apply ILP at the national, regional and local levels from a law enforce-
ment management point of view. Chapter 7 ends with a short overview of training essentials
for all levels engaged in implementing ILP.

The last Chapter 8 of the guidebook introduces practical examples of ILP implementation,
starting with ILP in addressing serious and organized crime, by presenting two common-
ly recognized threat assessment methodologies, the EU Serious and Organized Threat
Assessment (SOCTA) and the Sleipnir threat and risk assessment tool. This is followed by the
presentation of ILP in five countries: United Kingdom, Germany (North-Rhine Westphalia),
Sweden, Republic of Serbia and Montenegro. In addition, the chapter examines how ILP
can increase effectiveness and efficiency in two additional areas of law enforcement, namely
community policing and counter-terrorism and VERLT.

13
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1. Contemporary
policing models

Researchers and the law enforcement literature commonly break law enforcement method-
ologies into five policing models; traditional policing, community-oriented policing, prob-
lem-oriented policing, computer statistics policing and ILP. Each of these models has dif-
ferent strategic goals, strengths and weaknesses, and can complement others when used
concurrently. For example, ILP is increasingly being applied to reinforce community policing
as it provides clear processes, communication procedures and management structures for
data and information gathering, analysing and disseminating.* Another example is where the
traditional, reactive model is the predominant one but ILP is only applied to countering se-
rious and organized crime. A common factor of the first four above-mentioned models, and
frequently presented as a weakness for contemporary law enforcement, is their focus on local
areas and threats.

Rapid and significant changes on a global scale have changed the criminal environment as
such these methodologies fail to possess the qualities required to address the more serious
threat of transnational organized crime. As such, intelligence-led policing is the only method
uniquely positioned to effectively combat transnational organized crime.®

Traditional policing is probably the best known of the policing models and is still the stand-
ard style of law enforcement. It refers to a reactive and incident-driven style in which police
officers respond to crimes and requests for service or reactions. Answering calls, receiving
complaints, randomly patrolling communities for a visible police presence and looking for
crimes that have occurred or are occurring are the essence of traditional policing. Whereas
the traditional policing model views reacting to issues of security and public safety as the
task of the police, community policing focuses on the partnership between the police and the
public in proactively addressing security and safety concerns.

4 See sub-chapter 8.3 on ILP and community policing.

5 Bell and Congram (2013: 19).
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Community-oriented policing aims at building trust and increasing communication be-
tween the police and the public. Community policing programmes include creating com-
munity forums with the participation of representatives of various community groups and
institutions where safety concerns, including local crime incidents and developments, are
discussed and addressed.

In problem-oriented policing, the identification and analysis of “the problem” is the basic
focus of police work, rather than a crime, a case, a call, or an incident. The model places em-
phasis on the problem behind crime or safety concerns. The police are to proactively build
prevention strategies to try to solve problems, rather than just react to their harmful conse-
quences.

Computer statistics model (CompStat) is a management system, originally modelled after
“the broken windows theory’, whereby minor crimes are addressed in order to reduce major
crimes. Based on analysis of statistics of crimes already committed, individual local law en-
forcement commanders are responsible for carrying out local actions, which are designed
accordingly.

15
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2. Information, knowledge
and intelligence

Before elaborating further on ILD, it is necessary to clarify a few key concepts. The word
intelligence has a number of different definitions, depending on context, cultures, languages
and traditions. In the literature reviewed for drafting this guidebook, the use of the word in-
dicated that it simultaneously indicates a methodology, a structure, a process and a product.
The review also showed conflicting views and an unclear understanding of the meaning of the
concepts data, information and knowledge.

“The lack of clarity and of a common understanding
of criminal intelligence terminology and processes hampers
information sharing between agencies.”

— International Association of Chiefs of Police (2002)

Hence, it is necessary to address and clarify the meaning of these concepts. After researching
documents published by UNODC, UNDPKO, INTERPOL and the European Union (EU) as
well as academic literature, this guidebook uses the following generally accepted definitions
of the above concepts:®

Data are raw and uninterpreted observations and measurements. Examples include features
of criminal activity that are easily quantified, such as crime reports and other crime statistics,
databases of offenders and police tasks.

Information is data put in context and empowered with meaning, which gives it greater rele-
vance and purpose.

Knowledge is information that has been given an interpretation and understanding. When a
person has added his/her wisdom to information, it becomes knowledge.

Intelligence is data, information and knowledge that have been evaluated, analysed and pre-
sented in a decision-making format for action-oriented purposes.

6 Definitions of “data’, “information’, “knowledge” and “intelligence” are based on: Ratcliffe (2016: 70-74); UNODC, Criminal Intelligence
— Manual for Analysts (Vienna: United Nations Publication), (2011a: 1); INTERPOL “Criminal Intelligence Analysis”” Fact Sheet
(2014); and Council of the European Union, “Council Framework Decision of 18 December 2006 on simplifying the exchange of
information and intelligence between law enforcement authorities of the Member States of the European Union.” Official Journal of
the European Union (2006/960/JHA, 18 December 2006).
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More descriptive More analytic and forward-looking

DATA

INFORMATION /

KNOWLEDGE —é INTELLIGENCE

Increasing capacity to generate action

Figure 2.1 From data to intelligence
Source: Ratcliffe (2016: 72).

At a local police station, residential burglary incidents are inserted in the police
database. These computer records are data. When a crime analyst accesses and
maps the data, and recognizes an emerging pattern of new burglaries in an area,
this becomes information. In essence, raw data have been enhanced with sufficient
meaning to recognize a pattern. If the analyst subsequently discusses and shares this
information with a detective, their understanding and insights become knowledge.
After collecting further data and information, and analysing them, the detective and
the analyst are able to build a picture in their minds, one that undoubtedly has gaps
but that also has enough substance to support hypotheses and contain implications.
The crime analyst and the detective draft an Operational Analysis Report and brief a
senior officer. He/she decides to investigate and launch a surveillance operation to
target burglars based on the intelligence from the analyst and the detective.

Note: A simplified and rephrased example from Ratcliffe (2016: 73-74).

17
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3. Defining intelligence-led
policing

As with the concepts addressed in Chapter 2, it emerges that there are various and even con-
flicting ideas on defining ILP. Some believe that ILP refers to conducting threat assessments,
while others claim that it refers to the process of gathering data and information. These view-
points provide valuable contributions to and components of the ILP framework, but do not cov-
er the comprehensive concept of ILP. These diverse interpretations of ILP are understandable
because it is relatively new’ and is an evolving concept. Until recently, ILP was mainly used
in connection with organized crime and serious offenders. Positive experience has convinced
professionals and academics of a more inclusive ILP framework that incorporates all police
activities, i.e. a process model with organizational infrastructure to support how policing in
general is conducted. These developments have moved analysis closer to the centre of all ar-
eas of policing, further stressing the close co-operation between the analysts and the law
enforcement decision-makers. This requires decision-makers to know the potential of analysis
and how to make use of analysis results. Thus, proactive policing embedded in ILP calls for new
skillsand competencies of analysts, policymakers, law enforcement managers and other decision-
makers. This important subject is addressed further in Chapter 7. Even though this guidebook
encourages a pro-active application of ILP to all possible areas of policing, most countries
already implementing ILP have limited its operational application to serious and organized
crime, prolific offenders, criminal hotspots and crimes that generally cause public concern.

“Intelligence-led policing emphasizes analysis and intelligence
as pivotal to an objective, decision-making framework that
prioritizes crime hotspots, repeat victims, prolific offenders
and criminal groups. It facilitates crime and harm reduction,
disruption and prevention through strategic and tactical
management, deployment and enforcement.”

— Ratcliffe (2016: 66).

7 The UK Home Office first introduced the concept of intelligence-led policing in 1993 but it was first operationalized by the Kent Police.
After 9/11, US law enforcement authorities adopted ILP as a methodology to counter terrorism. See further in Peterson (2005).
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ILP refers to a management framework for criminal intelligence and planned operational po-
lice work, in which intelligence is the foundation for defining priorities, strategic and oper-
ational objectives in the prevention and suppression of crime and other security threats. It
also includes making the appropriate decisions on operational police work and actions, the
rational engagement of available human resources and allocation of material and technical
resources.’

While ILP challenges the traditional and dominant reactive, response-based policing, its
adoption and the alignment of law enforcement to proactive thinking, prioritization and
planning will not change the fact that the police will always need to be reactive to security
incidents and committed crimes. In an organizational structure where relevant information
is systematically gathered, shared and analysed within a defined strategy, priorities and goals,
ILP is designed to assist law enforcement managers to make informed and evidence-based de-
cisions — not only in their strategic prioritization, but also in operational day-to-day planning.
In this sense, ILP complements traditional, reactive policing.

ILP is a top-down, decision-making and a managerial model, although communication and
information sharing within the model work both ways. Community policing is, in contrast, a
typical bottom-up approach, aimed to enhance trust and confidence between police and the
public.

“Intelligence-led policing is crime fighting that is guided by
effective intelligence gathering and analysis — and it has
the potential to be the most important law enforcement
innovation of the 215t century.” — Kelling and Bratton (2006: 5).

8 Ministry of Interior of the Republic of Serbia, Handbook on the police intelligence model (2016: 16).
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The 4-i model (intent, interpret, influence and impact) is helpful in explaining the roles and
the relationship between key actors of the ILP concept: the criminal environment, the crim-
inal intelligence analyst and the police decision-maker. All four “i” components must be in
place and function properly if ILP is to work to its potential. The model places emphasis on
the relationship between the criminal analysis and the decision-makers. The decision-makers
(managers) task, direct, advise and guide the criminal intelligence analysts. First, the deci-
sion-makers have to ensure that their intentions are explained and understood. Second, the
analysts interpret the criminal environment, and third, influence the decision-makers with the
analysis findings. Based on these findings, the decision-makers (fourth) impacts on the crim-

inal environment through strategic management, action plans, investigations and operations

as presented in Figure 3.1.°

Criminal

environment

3. INFLUENCE
Criminal o
intelligence Decision-
analysis maker
1. INTENT

Figure 3.1 The 4-i model: intent, interpret, influence and impact
Source: Ratcliffe (2016: 83).

9 In its technical guidance material, UNODC has underlined the central role of the analyst and analysis products in the decision-making
process. See the tasking model presented in UNODC (2011b: 5).
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4, The advantages of
intelligence-led policing

In private industry and the business community, information and intelligence are key factors
in creating competitive advantage. In this regard, law enforcement is no different since stra-
tegic advantage based on information, knowledge and intelligence increases the effectiveness
of law enforcement to prevent crime and security incidents, and disrupt criminal groups and
networks. But possessing information, knowledge and intelligence is not enough. An appro-
priate framework or a model is needed to manage the intelligence and to make maximum
use of it, and to ensure that data and intelligence are gathered, processed and used in strict
compliance with national laws and international human rights standards.

ILP allows for a forward-looking and pro-active approach to police management. Its success-
ful application in recent years in a number of countries around the world to address serious
crime and transnational threats has encouraged the development of the ILP concept from be-
ing mainly applied to countering organized crime to a more general strategic business model
to address a wide variety of policing problems at the local, regional and national levels. This
development is directly related to the search for law enforcement methods that would allow
the police to have a greater impact on crime, crime developments and the social harm of
criminality with limited resources and at times of increased demand for accountability.

In recent years, demand for police services and response have outpaced the resource
availability of the police, raising the claim for prioritization and increased efficiency of law
enforcement resources. At the same time, political and public expectations of accountability
have been heightened. ILP has been presented as an option to address this, since it offers
the rationale and the tools to analyse and assess threats to the public, allowing for more
documented, transparent and accountable decision-making procedures to direct existing
resources where they are most needed.
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“The need to introduce intelligence-led policing (ILP) should
not be questioned. In times of budgetary and resource
restrictions, each responsible individual and organization
has to identify priorities to tackle major problems. To assist
in prioritization, decisions have to be made based on facts
and intelligence, the basis of all of which is information. ILP
will contribute to optimizing the allocation of resources and
concentrate efforts in a more structured manner. This helps
to cope with increased sophistication and operational agility
of criminals to subvert law and order.”

— European External Action Service (2013: 12).

The fact that violent extremists related to recent terrorist incidents, including lone wolves,
remained under the law enforcement radar has called for a proactive approach and high-
lighted the need for a comprehensive sharing and centralized analysis of relevant data and
information. The realization that a terrorist attack and early detection of other serious inci-
dents cannot be dealt with in a reactive way put ILP into the spotlight at the international law
enforcement stage. This was apparent after the 9/11 attacks, reflected in the findings of the
U.S. 9/11 Commission that concluded that there were various pieces of information held at
different levels before the attacks, but due to the agencies’ failure to share them, they could
not be co-ordinated to provide a comprehensive picture.

Risk identification and management is an integral part of modern policing. A properly func-
tioning ILP approach to data and information gathering and analysis allows for identifying
and assessing risks, including for major events, geographic areas, types of crime, social harm,
serious criminals and criminal networks.
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“Studies suggest that while, in general, increasing numbers
of police officers can be effective, it is more useful to
consider how officers are deployed. Random patrol is not
an effective tactic to reduce crime, but more focused tactics
that are drawn from an evidence base (a fundamental
component of intelligence-led policing) can have crime
prevention benefits beyond the amount of time officers
spend at a crime hotspot.”

— Ratcliffe (2016: 139).

The ILP model incorporates clear organizational and management structures including
decision-making and tasking mechanisms at the local, regional and national levels, as well
as defined co-operation and communication processes between domestic law enforcement
authorities and within international co-operation.

Improved data and information management is an important advantage of ILP for contem-
porary law enforcement. In the modern era of information flow, the ILP model provides
for directed and targeted collection of relevant data and information, in line with a defined
policy, strategy, objectives and priorities.
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5. Legal considerations,
human rights and
data protection

Human rights compliance is important for both the short- and long-term effectiveness of
policing, including ILP. Law enforcement actions that fail to respect and protect human rights
are counter-productive in the long term because they undermine public trust in the police and
are also ineffective. Ethnic profiling,' for example, is discriminatory, and it has also proven to
be ineffective because it can be easily circumvented. Criminal groups can avoid detection by
recruiting people who do not conform to the pre-determined profiles. Alternative, legitimate
profiling techniques based on specific evidence about criminal behaviour and intelligence
rather than discriminatory assumptions can be used as a more effective policing tool.

ILP within the human rights framework

Human rights norms are set out in international legal instruments and standards such as
binding treaties like the International Covenant on Civil and Political Rights (ICCPR) and
the Council of Europe Convention for the Protection of Human Rights and Fundamental
Freedoms (ECHR)." To give effect to the rights set forth in these treaties, States must put in
place a legal and institutional framework for the realization of human rights at the domestic
level. Within this framework, it is among the main duties of the police to protect individuals
from acts that compromise their human rights, including those resulting from crime and
terrorism, and to respect these rights. In combating and preventing crime, the police must
operate in accordance with domestic law and international standards. As a proactive form of
policing, ILP must also be firmly grounded in the human rights framework. It should increase
the protection of the individuals’ rights and freedoms, and must be carried out in a manner
that fully respects human rights, which is in line with key principles of democratic policing."

10  Ethnic profiling in policing means exercising police powers against individuals based on stereotypical, broad and unqualified
assumptions related to nationality, ethnicity or religion.

11 All OSCE participating States, except the Holy See, have ratified the ICCPR and are therefore parties to the treaty. Furthermore,
47 OSCE participating States are also members of the Council of Europe and thus are also parties to the ECHR. OSCE participating
States have pledged to fulfil their obligations arising from the international human rights treaties to which they are parties in

conformity with international law. See Conference on Security and Co-operation in Europe, Final Act (1975).

12 OSCE (2008b).
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General human rights principles

In order to ensure that ILP activities comply with international human rights standards and
do not have a detrimental impact on the enjoyment of human rights, a number of fundamen-
tal principles must be met in devising and implementing ILP at the national level:

The legal, administrative and institutional framework for the implementation of ILP: First,
ILP must be based on clear and precise legal and administrative provisions, which set out the
conditions in which it is to be implemented and provide for adequate safeguards to ensure
that it does not compromise human rights. The domestic ILP framework must include laws
and regulations that clearly and precisely define the powers granted to relevant agencies and
the requirements that need to be met in the collection, processing, analysis and sharing of
different types of information and intelligence. All domestic laws, regulations, policies and
practices concerning ILP must be in full conformity with international human rights stand-
ards and OSCE commitments. Furthermore, law enforcement officers involved in ILP must
be adequately trained to apply these laws and regulations in conformity with international
human rights standards.

Legulity, necessity and proportionality of limitations of human rights: While a number of
human rights, such as the prohibition of torture and certain elements of the right to a fair trial,
are absolute and cannot be restricted under any circumstances, international human rights
treaties allow for the imposition of limitations on certain rights, but only within strictly defined
parameters.'® Accordingly, interferences imposed in connection with ILP are permissible only
if they are prescribed by law, necessary in a democratic society in the interest of a legitimate
aim specifically referred to in relevant international human rights standards, and proportionate
towards this aim: i.e. the right is the rule, the limitation must remain the exception, and the
interference must always represent the least intrusive means to achieve the aim.

Equality and non-discrimination: In accordance with their international human rights
obligations, OSCE participating States have committed to ensure human rights and
fundamental freedoms to everyone within their jurisdiction, without distinction of any kind
such as race, colour, sex, language, religion, political or other opinion, national or social
origin, property, birth or other status.’ Upholding equality before the law and prohibiting
discrimination are essential duties of the police in a democratic society.”” In collecting,
processing and analysing information and intelligence, law enforcement must therefore, for
example, refrain from discriminatory profiling. Similarly, as regards decision-making based on
intelligence, authorities must be alert to avoid over-policing of particular communities, which
may amount to discrimination. Particular attention should also be paid to the differential
impact that strategic decisions in policing may have on women and men. A diversity and
gender-sensitive approach should therefore be mainstreamed into all ILP activities, which

13 Rights that may be subject to limitations include the freedom of movement, the right to privacy, freedom of expression, assembly and
association and the freedom to manifest one’s religion or beliefs.

14  OSCE (1989), Concluding Document of the Vienna Meeting 1986 of Representatives of the Participating States of the Conference on
Security and Co-operation in Europe, held on the basis of the provisions of the Final Act relating to the follow-up to the Conference.

15 OSCE (2008b).
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should be regularly reviewed for any discriminatory impact they may have on women and
men, or on particular communities.

Effective remedies, oversight and accountability: International human rights standards
provide for the right of everyone whose rights or freedoms are violated to an effective remedy
and to have a claim for such a remedy determined by a competent judicial, administrative or
legislative authority.® Since ILP may lead to potentially far-reaching interferences in a broad
range of human rights, effective and accessible remedies for human rights violations that may
result from ILP are essential. Furthermore, solid internal and external oversight mechanisms
need to be in place in order to ensure accountability of institutions and individual law
enforcement officers involved in ILP. Such mechanisms may include control and supervision
of the executive, legislative oversight committees and independent external oversight and
complaints mechanisms that give individuals avenues for redress. Judicial control over
activities such as covert intelligence gathering is particularly important to provide appropriate
safeguards against abuse in the application of ILP.

The right to privacy

Collection of data and information, but also its processing, analysis and sharing, which are all
integral elements of ILP, may have serious implications on the protection of human rights, in
particular but not only, the right to privacy.

Article 17 of the ICCPR stipulates that no one shall be subjected to arbitrary or unlawful in-
terference with one’s privacy, family, home or correspondence, and that everyone shall have
the right to the protection of the law against such interference.”” For interferences not to be
“arbitrary” or “unlawful’, a number of requirements, similar to those referred to above, have
to be met: they have to be prescribed by law, which in turn must comply with the provisions,
aims and objectives of the ICCPR; and they must be reasonable in the particular circum-
stances.’® OSCE participating States reconfirmed the right to the protection of private and
family life, domicile, correspondence and electronic communications, and the need to avoid
improper or arbitrary intrusion by the State in the realm of the individual."”

Different overt and covert methods of gathering information present various degrees of in-
terference with the right to privacy. Some of these methods, such as the use of special investi-
gation techniques and other covert investigation measures, including surveillance on private
premises or in homes, interception of communications, the use of undercover agents and in-
formants as well as accessing bank accounts and other confidential information, are explored
in further detail in the OSCE, ODIHR/TNTD manual, Human Rights in Counter-Terrorism

16  United Nations General Assembly, “International Covenant on Civil and Political Rights (ICCPR).” No. 14668, United Nations Treaty
Series, Vol. 999 (New York: 16 December 1966): Art. 2(3).

17 A similar provision on the right to respect for private and family life is contained in Council of Europe, Convention for the Protection
of Human Rights and Fundamental Freedoms (ECHR) (4 November 1950): Art. 8.

18  United Nations Human Rights Committee, CCPR General Comment No. 16: Article 17 (Right to Privacy), The Right to Respect of
Privacy, Family, Home and Correspond and Protection of Honour and Reputation (8 April 1988).

19 OSCE, Document of the Moscow Meeting of the Conference on the Human Dimension of the CSCE (Moscow, 3 October 1991).
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Investigations.* Effective control by judicial or other independent authorities through prior
authorization, supervision or ex post facto review is paramount for such measures to be law-
ful. Furthermore, they should be used only in serious cases and in a way that is proportionate
to the seriousness of the matter that is being investigated.”!

An issue that has received considerable attention is the consequences of mass surveillance of
communications on the right to privacy. The European Court of Human Rights found sur-
veillance systems to be in violation of the right to privacy, which allow for the interception of
communications and masses of data of virtually anyone in a country, even persons outside the
original range of an operation, and where the ordering of such measures is taking place entirely
within the realm of the executive and without an assessment of strict necessity.”> As opposed
to targeted surveillance, which is commonly based on a prior suspicion and subject to prior
judicial or executive authorization, mass surveillance programmes do not allow for an individ-
ualized case-by-case assessment of the proportionality prior to such measures being employed
and therefore appear to undermine the very essence of the right to privacy.”

Data protection

Data protection is an important part of the right to private life of particular relevance to ILP.
The United Nations Human Rights Committee, the body tasked to monitor implementation
of the ICCPR, has stressed that the gathering and holding of personal information on comput-
ers, data banks and other devices must be regulated by law. Furthermore, effective measures
have to be taken to ensure that information concerning a person’s private life does not reach
the hands of anyone who is not authorized by law to receive, process and use it.** A number of
international and regional instruments contain more specific data protection principles that
need to be respected with a view to ensuring full compliance with the right to privacy.

20  OSCE, ODIHR/TNTD (2013: 33-46). On legal as well as technical aspects of electronic surveillance in particular, see also UNODC,
Current practices in electronic surveillance in the investigation of serious and organized crime (2009).

21 OSCE, ODIHR/TNTD (2013).
22 European Court of Human Rights. Case of Szabo and Vissy v. Hungary. Application no. 37138/14 (Strasbourg: 12 January 2016); and
European Court of Human Rights. Case of Roman Zakharov v. Russia. Application no. 47143/06 (Strasbourg: 4 December 2015).

23 United Nations General Assembly. “Special Rapporteur on the promotion and protection of human rights and fundamental freedoms
while countering terrorism, Ben Emmerson.” Annual Report to the UN General Assembly, 23 September 2014, A/69/397: para 52.
For more information on mass digital surveillance for counter-terrorism purposes, see United Nations General Assembly. “Special
Rapporteur on the promotion and protection of human rights and fundamental freedoms while countering terrorism. Report to the
UN Human Rights Council, 21 February 2017, A/HRC/34/61: 10-13.

24 UN Human Rights Committee (April 1988).
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The Council of Europe’s Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data, for example, requires parties to the Convention to ensure that
personal data undergoing automatic processing are:

+  obtained and processed fairly and lawfully;

«  stored for specified and legitimate purposes and not used in a way incompatible with
those purposes;

« adequate, relevant and not excessive in relation to the purposes for
which they are stored;

. accurate and, where necessary, kept up to date;

«  preserved in a form which permits identification of the data subjects for no longer than
is required for the purpose for which these data are stored.”

Furthermore, the Convention prohibits automatic processing of sensitive data, such as data
revealing racial origin, political opinions, religious or other beliefs as well as data concerning
health, sexual life or criminal convictions, without appropriate safeguards in domestic law.?
It also provides for safeguards and remedies that should be available to persons who are the
subjects of the data that are being stored.”

The Convention sets strict limits on restrictions to these provisions similar to those referred
to above. Any restrictions must be provided for by law and must be necessary in a democratic
society in the interest of a legitimate aim enunciated in the Convention, such as state security,
public safety, or the suppression of crime.” “Necessity’, as understood in international human
rights standards, comprises proportionality towards the aim pursued.

The OSCE, ODIHR/TNTD manual, Human Rights in Counter Terrorism Investigations, pro-
vides an overview of international best practices based on the above principles and other
international standards in this area.?” These should also guide policy-makers and law enforce-
ment officers in devising and implementing ILP in order to ensure compliance with interna-
tional human rights standards.

25  Council of Europe. Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data, European Treaty
Series, No. 108 (Strasbourg: 28 January 1981): Art 5. All 47 member States of the Council of Europe, and therefore also a large majority
of OSCE participating States, are parties to the Convention.

26  ibid. Art. 6.
27  ibid. Art. 8.
28  ibid. Art. 9.

29  OSCE, ODIHR/TNTD (2013): 30-31. Other relevant instruments include, for instance, United Nations General Assembly, Resolution
45/95, “Guidelines for the regulation of computerized personal data files.” A/RES/45/95, 14 December 1990.
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Other potential human rights risks
related to intelligence-led policing

Privacy rights, including data protection, are instrumental for the exercise of a broad range
of other rights and fundamental freedoms, such as: the right to freedom of opinion and ex-
pression; freedom to seek, receive and impart information; freedom of peaceful assembly and
of association; and freedom of religion or belief, among others. But the gathering and use of
information and intelligence may also directly affect the enjoyment of other rights such as the
right to a fair trial, the right to liberty and security of person, and the prohibition of torture
and other ill-treatment.

For example, in policing public protests, the use of crowd management strategies known as
“kettling” for intelligence gathering purposes by compelling peaceful protestors and even by-
standers to disclose their names and addresses as they leave the “kettle” has been criticized
for the chilling effect it may have on the exercise of the right to peaceful assembly.*® An arrest
based on the registration of the person concerned in a law enforcement surveillance database
that does not afford adequate protection against arbitrary interferences with the right to pri-
vacy and not based on other information that demonstrates a reasonable suspicion that the
arrested individual has committed or was about to commit a concrete offence, is contrary to
the right to liberty and security.®!

Concerning the collection, processing, analysis and sharing of information, including as part
of ILP, it is also of particular importance that the use of torture-tainted information in judi-
cial proceedings is absolutely prohibited under international law. Its admission as evidence
in court violates the rights of due process and a fair trial.*> But even when not intended to be
used in judicial proceedings, the collection, sharing and receiving of torture-tainted informa-
tion shall be prohibited.*

These concerns are particularly relevant where information and intelligence are shared across
borders. The use of torture-tainted information from a third country, even if the informa-
tion is obtained only for operational purposes, can make the receiving State complicit in the
commission of internationally wrongful acts.* Hence, in the implementation of ILP, appro-
priate safeguards should be in place to ensure that information and intelligence obtained by
unlawful means, whether within or outside of the country, are not used in contravention with
international and domestic law.

30  United Nations General Assembly. “Special Rapporteur on the rights to freedom of peaceful assembly and of association Maina Kiai,
Addendum, Mission to the United Kingdom of Great Britain and Northern Ireland” Report to the UN Human Rights Council,
17 June 2013, A/HRC/23/39/Add.1: para 38.

31  European Court of Human Rights. Case of Shimovolos v. Russia. Application no. 30194/09 (Strasbourg: 21 June 2011).

32 See United Nations General Assembly. “Special Rapporteur on torture and other cruel, inhuman or degrading treatment or
punishment, Juan E. Méndez”” Report to the UN Human Rights Council, 10 April 2014, A/HRC/25/60: para 21.

33 ibid.: para 73. See also OSCE and TNTD/ODIHR (2013: 28).

34  ibid. See also United Nations General Assembly. “Special Rapporteur on the promotion and protection of human rights and

fundamental freedoms while countering terrorism, Martin Scheinin.” Report to the UN Human Rights Council, 4 February 2009,
A/HRC/10/3: paras 55-57; and OSCE, ODIHR/TNTD (2013: 28-29).
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6. The criminal
intelligence process

The intelligence process, traditionally called the intelligence cycle, describes and outlines six

widely recognized standard steps used to transform raw data and information into value-
added intelligence aimed for action. The process ideally starts with a decision or a tasking,
followed by a planning stage, after which analysts engage in collecting information and
data that must be evaluated according to a formally recognized evaluation system (see page
35). The next step is the actual processing stage, starting with collating and structuring
available data and information, and inserting them into a database. The data and
information are then analysed, which results in the production of an intelligence product
to be disseminated to the client (manager, investigator or others that task the analysts or
request their analysis support) and other relevant stakeholders. The intelligence product is
evaluated by the client with reference to their needs and demands. The received feedback is
used to improve the current product or as methodological input for future similar products.

The intelligence cycle is not a static sequence of six steps, but rather a dynamic process, where
different phases are closely interlinked and feed into one another, making it necessary for
analysts to go back and forth within the intelligence cycle. The cycle outlined in Figure 6.1
provides a structure and a process that is ordered and easy to understand, and can be used as
the basic process both for strategic and operational analysis.*

35 UNODC has published a number of technical guidelines on criminal intelligence and the intelligence process for front-line police
officers, intelligence officers, analysts and law enforcement managers. See www.unodc.org.




OSCE GUIDEBOOK ON INTELLIGENCE-LED POLICING

Directing
Tasking
Planning

Data
Collection/
Evaluation

Feedback
Follow-up

Reporting
Disseminating

Collation
Processing

Figure 6.1 The criminal intelligence cycle

The intelligence cycle is initiated by a clear tasking for the sake of developing concrete intelli-
gence products. The criminal intelligence process, however, is conducted on several different
levels and is often not limited to the intelligence cycle. In addition to the cycle highlighted in
Figure 6.1, there might be a need for a wider and more constant process of strategically assess-
ing intelligence requirements. This ongoing assessment identifies extant and emerging threats
and intelligence gaps, and is carried out in accordance with strategic priorities, policies and
goals. This process requires a well-functioning and structured intelligence organization and
Standard Operating Procedures (SOPs) that enable the intelligence cycle to be fed with infor-
mation and that define expected result of the cycle and its follow-up. The strategic assessment
of intelligence requirements as well as the criminal intelligence cycle feed into the strategic
planning process of a country, reflecting national, regional and local strategic priorities. This
is further explained in the next chapter.

The following sub-chapters will explain the main components and purpose of each step with-
in the intelligence cycle.

6.1 Tasking and planning

The intelligence cycle is initiated by a management decision, tasking analysts to develop in-
telligence on the problem or topic of inquiry. Based on this tasking, management and the
analyst will negotiate and agree on the Terms of Reference (TOR), a document laying down
the scope, main objectives, content and timeline of the intelligence product. The TOR is the
official starting point of the intelligence cycle.
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The importance of a clear tasking and agreeing on the objectives of an intelligence product
is often underestimated. In order to task the analysts clearly, law enforcement managers and
decision-makers must know the potentials and limitations of intelligence analysis. Similarly,
analysts have to know how to assist investigators, managers and decision-makers (clients) by
creating tailored products and targeted recommendations. The tasking phase, at times called
the “decision phase’, requires close co-operation between the analysts and the clients. They
need to agree on the subject of inquiry, objectives, aim, scope, timeline and form of reporting,
including the dissemination and recipient of the intelligence product. The analyst needs to be
clear on the expectations and the intent of the client.

It is essential to treat such tasks as projects and carefully plan their different steps. Complex
projects may require a considerable amount of time and significant resources. Based on the
TOR and relevant to the scope of the project, the analyst should develop a detailed project
plan comprising the agreed objectives, scope and timeline, as well as the sequence of ac-
tivities, and list of the resources necessary to successfully complete the task. This phase is
indispensable for it will serve to guide the collection and subsequent analysis of information.
It is therefore important that the project plan be endorsed by management. The project plan
should also take into consideration possible legal and data protection issues that may arise
in the implementation of the intelligence project. In particular, if the use of personal data or
covert methods of gathering data and information are involved, the legal requirements and
possible restrictions should be taken into consideration at an early stage in the planning pro-
cess to ensure that the collection, sharing and use of data and information are carried out in
strict compliance with national laws and international standards.

Clear planning saves time in the long term and allows for the efficient use of resources, re-
sulting in an increased output quality.®® It also reduces the risk that the collection, storing,
sharing and handling of data and information are not in line with national and international
legal standards, and thereby jeopardizes the success of the entire project. With an appropriate
tasking and planning, the products of intelligence analysis can assist in developing strategic
plans to tackle current problems and prepare for anticipated ones.*”

The strategic assessment and the intelligence requirement

Intelligence requirements have their roots in the strategic assessment process. The
assessment provides law enforcement executives with an overview of the policing
problems that the institution faces or may face. Prepared by the intelligence unit/de-
partment/agency, it is a wide-ranging document reflecting national, regional and local
strategic priorities. The preparation of the document is the first stage in the strategic
planning process.

36  See further in sub-chapters 6.2 and 8.1.
37  UNODC (2011b: 10-13).
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All extant and emerging threats identified during the scanning process of the strategic
assessment should be addressed in the document. Nothing meaningful should be
omitted. The document is then considered in a strategic forum where these threats
are considered in the context of the resources available. Priorities are matched to re-
sources. The number of threats included in any control strategy is determined by the
resources available to address them; those afforded the highest priority by the strate-
gic forum are included in a control strategy. This sets the operational agenda, which in
turn is overseen by middle managers who accept personal responsibility for each of
the identified priorities and undertake to formulate plans to manage these threats.

The control strategy is likely to contain a mix of national, regional and local priorities
so that it might include otherwise seemingly unconnected phenomena such as inter-
national terrorism, street robbery and drunken driving. It should remain unchanged
until the next strategic assessment is prepared or until more significant threats are
identified and brought to the attention of the executive. In the interim, operational/
tactical assessments presented at regular operational/tactical meetings ensure that
these priorities remain the focus of the institution. Operational/tactical meetings re-
view the operational plans established by middle managers and provide a forum for
new threats to be discussed. This ensures that managers remain focused on threats
identified for action by their executives.

Other threats identified in the strategic assessment are not to be ignored even if
there are insufficient resources to deal with them immediately; they are added to
the control strategy to create the intelligence requirement. It is the responsibility
of all law enforcement staff members in an institution to prioritize their work in
accordance with the control strategy. It is the duty of the secretariat or intelligence
department to keep the intelligence requirement under review, assessing whether
previously identified threats deserve greater attention (perhaps as emendations to,
or as additions to a new control strategy) and continuously scanning for any new
threats that may emerge.

6.2 Collection and evaluation

Collecting information for intelligence projects is a challenging process. While analysts must
ensure the collection of sufficient data to cover all aspects of the topic(s) to be analysed, they
must avoid data overload and the collection of unnecessary or inadequate information. Key
to this phase is the intelligence staft’s knowledge of the existence, relevance, accessibility and
reliability of all sources and agencies that are selected for a particular collection task, as well
as knowledge of any legal limitations and authorization requirements that apply to the use
of different types of information sources. Knowledge of and access to internal and external
data and information sources, and awareness of potential limitations and requirements are
prerequisites for effective collection and intelligence analysis.
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Examples of data and information sources used by criminal analysts:
Official sources: Non-official sources:

+ Ministries, state agencies, prosecution ~ + Non-governmental organizations

+ Law enforcement databases + Transportation industry
«+ International organizations + Anonymous reports

« Financial intelligence units + Commercial sector

+ Neighbourhood officers « Financial sector

+ Border control data + Civil society

+ Public records + Social media

+ Patrol officers « Community

« Investigations + Academia

+ Surveillance + Media

« Informants

The collection plan

The development of a collection plan is the next step to follow the agreement on the TOR
and the project plan, as described above. The collection plan is imperative for ensuring the
orderly and precise collection of relevant data and information to meet requested/tasked re-
quirements. This has to be seen as a continuous process that is able to adapt and respond
to changes of requirements. The collection plan is based on the definition, objective, scope
and timeline of the task, and describes: what information must be collected or is available,
including the goal and value of the data collected; which sources should be used; where the
information can be obtained; how the information can be obtained and who must collect it;
how much data can be handled; and when each piece of information should be collected.
In some instances, it may be necessary to include why certain data and information need to
be collected. As the overall project plan, the collection plan also needs to take into account
different legal requirements that will apply to the collection tasks depending on the type of
information to be collected as well as the sources and means used to obtain it.*

Developing a detailed collection plan, which includes a needs assessment and the necessary
legal authorizations as well as the supervision requirements that may apply, is essential to
the success of the project. The plan will therefore ensure that all parties involved follow the
agreed objectives and applicable standards.

Evaluation

Simultaneously with or immediately after the collection of information, the data need to be
evaluated within the context in which they had been acquired. Data evaluation needs to be
based on objective professional judgment, since the quality of data determines the validity of

38  See OSCE, ODIHR/TNTD (2013: 34).
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the developed intelligence. The evaluation considers the validity and reliability of information
and its usefulness to the task.*” A common first step is to identify what is important and what
is irrelevant, as well as assess the urgency to act on the information. The reliability of the
source and the validity and accuracy of the information need to be separately assessed by the
officer/analyst who obtained and registered that particular information.*

All sources and all information should be evaluated according to a formally recognized eval-
uation system. The 4x4 or 5x5x5 are the two most widely used systems.*!

Table 6.1 Evaluation codes according to the 4x4 evaluation system

EVALUATION OF SOURCE ‘ EVALUATION OF INFORMATION

A | Completely reliable in all instances | 1 Accuracy not in doubt

B | Usually reliable 2 | Known personally to the source but not
known personally to official passing it
on

C | Not usually reliable 3 | Not known personally to the source
but corroborated by other available
information

D | Reliability cannot be assessed 4 | Accuracy cannot be assessed or
corroborated in any way (at this time)

Table 6.2 Evaluation codes according to the 5x5x5 evaluation system

EVALUATION OF SOURCE ‘ EVALUATION OF INFORMATION

A | Always reliable 1 Known to be true without reservation

B | Mostly reliable 2 | Known personally to the source but not
to the person reporting

C | Sometimes reliable 3 | Not known personally to the source but
corroborated

D | Unreliable 4 | Cannot be judged

E | Untested source 5 | Suspected to be false

Note: The 5x5x5 system includes “Handling Codes’, which are not explained here.

Evaluation of the relevance, reliability and accuracy of information as well as the determina-
tion of a handling code for its further use are essential for the accuracy of the final intelligence
products and the modalities of their dissemination. But the evaluation is also important from

39  National Policing Improvement Agency, Practice Advice on Analysis (Association of Chief Police Officers, 2008).
40 UNODC (2011b: 25-28).

41  ibid. See also information on the 6x6 evaluation systems. The 5x5x5 system includes “Handling Codes’, which are not explained here.

35



6. THE CRIMINAL INTELLIGENCE PROCESS

36

a human rights and data protection perspective. As set out in Chapter 5, data protection
standards require, among other things, that recorded personal information is accurate, ade-
quate, relevant and not excessive in relation to the purpose for which it is being stored. The
evaluation is therefore key to demonstrate that recording of information, which represents an
interference with the right to privacy of the data/information subject, is justified, necessary
and proportionate, and therefore permissible under applicable human rights and data protec-
tion standards.

Evaluators should also be conscious of other possible human rights issues that may be rele-
vant to how certain information may be used. This is particularly important when evaluating
information from third countries if there are grounds to believe that the information may
have been obtained by unlawful means. The use of evidence obtained by torture and other
ill-treatment in judicial proceedings, for example, is absolutely prohibited under international
law. But even when not intended to be used in court proceedings, information or intelligence
obtained by such means should also be disregarded.*

6.3 Collation and processing

The processing and collation phase requires an adequate and consistent system. This phase
entails sorting, prioritizing and referencing the collected information. During the collation
phase, the analyst organizes and structures gathered information, converting it to an indexed
and cross-referenced format, and transfers it into a storage system (i.e. database). Verifying
the relevance, accuracy and usefulness of information is an important step before inserting it
into a storage system. It is vital to have an accessible system established from which informa-
tion can be retrieved and analysed.

The processing of information can be so closely interlinked with the analytical phase, making
a clear separation difficult.*

6.4 Analysis

As with different types of intelligence, there are diverse expressions of analysis classifications.
Operational analysis in one organization is called tactical analysis in another, and network
analysis in one police department is called link analysis or link-charting in the neighbouring
country. The most common analysis classifications are strategic analysis, operational analysis
and tactical analysis. This guidebook groups tactical and operational analysis together under
operational analysis.*

42 OSCE TNTD/ODIHR (2013: 28).
43 National Policing Improvement Agency (2008).
44  UNODC, INTERPOL and Europol use this same classification. See UNODC (2011b: 35-38).
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Strategic analysis supports decision-making, policy-making, planning and
prioritization; allocation of police resources; and determines the appropriate approach
for addressing crime types. It also provides intelligence-led support to front-line law
enforcement by facilitating the identification of key threats, vulnerabilities, risks and
opportunities for action (threat and risk assessments). Strategic analysis does not
include personal information.

Operational analysis assists in the management and front-line enforcement
of shorter-term tasks to achieve operational objectives, and supports ongoing
investigations. Operational analysis can include personal information on suspects.

The analytical process is needed to transform raw data and information into actual intelli-
gence and to direct both short-term operational and long-term strategic law enforcement
goals. The credibility and scope of the analysis greatly depend on the quality and accuracy
of the previously gathered data on the one hand, and the skills of analysts on the other hand.
Throughout the analysis of information, as well as all other phases of the intelligence cycle,
close co-operation between the analysts and the clients (officers, investigators, managers),
including the organization of regular review meetings, is absolutely crucial to ensure that
intelligence is developed in line with intelligence needs and/or customer requirements.

The analysis phase is central to the intelligence process because it concerns the identification
and examination of the meaning, context and essential features of available information. The

analysis of data draws attention to information gaps, the strengths and the weaknesses of
data, and defines the way forward. The main goal of the analysis phase is to derive meaning
from the original information in order to enable intelligence to be put to practical use. When
results of criminal intelligence analysis are directly linked and respond to the tasking/problem
of inquiry, the analysis becomes valuable as an operational tool.

The analytical process consists of two phases: data integration and data interpretation. The
first phase (data integration) combines evaluated and collated information from different
sources in order to develop initial hypothesis and predictions, identify a pattern of intelli-
gence and draw inferences. The second phase (data interpretation) entails going beyond the
data available and interpreting it. In this phase, the initial hypotheses are tested, resulting in
supporting, modifying or refuting previously developed hypotheses.

A hypothesis is a tentative working theory that is based on previously developed indicators
and premises drawn from available data and information and that requires additional in-
formation in order to corroborate or contradict previous assumptions. Hypotheses help to
identify intelligence gaps, to focus further data collection, and to reach accurate inferences,
conclusions, predictions and estimations.

Developing and testing hypotheses has increased in its importance within intelligence
analysis. Hypotheses contain a great deal of speculation and therefore need to be tested
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(confirmed, modified or rejected) by analysts. The testing of hypotheses should include: the
hypothesis’ pro and contra arguments, its implications, a review of the thinking process, and
collection and revision of the needed data. A hypothesis or any inference should contain an-
swers to the following key questions (often referred to as the “5Ws” and 1H”):

+ Who? Key individual/individuals

+ What? Criminal activities

+ How? Methods used

o Where? Geographical information and scope
o Why? Motive

+ When? Timeframe

Using hypotheses to test and explore a criminal phenomenon or a safety concern is an impor-
tant step in strategic thinking, moving from “tell me everything you know” to a specific and
action-oriented process. This technique and the others introduced in this chapter underline
that the training, skill level and experience of both decision-makers and analysts are vital for
successful ILP.

Examples of analytical methods

The National Intelligence Model (NIM) of the United Nations Office on Drugs and
Crime (UNODC) derives from nine analytical techniques and products, which corrob-
orate informed strategic and/or operational decision-making and the development of
professional knowledge in effective proactive law enforcement techniques:

Crime pattern analysis is a broad term of a range of analysis types, including
trend identification and hotspot analysis.

Demographic/social trend analysis assesses the impact of socio-economic and
demographic changes on criminality, as well as population shifts and homeless-
ness.

Network analysis assesses the direction, frequency and strength of links between
collaborators in a criminal network.

Market profiles assess the criminal market for a particular commodity, such as
drugs or prostitution.

Criminal business profile determine the business model and techniques em-
ployed by offenders or organized crime groups.

Risk analysis assesses the scale of risks or threats posed by offenders or organi-
zations to individual potential victims, police and the public.
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Target profile analysis describes the criminal, his/her strengths and weaknesses,
the lifestyle, networks, criminal activities and potential interdiction points in the life
of a targeted offender.

Operational intelligence assessment evaluates if collection of information follows
the previously agreed objectives and identifies gaps in the operation’s intelligence

efforts (used in large-scale projects and operations).

Results analysis evaluates the effectiveness of law enforcement activities and
monitors the progress of plans.

Source: Based on UNODC (2011b: 35-38).

In addition to the above-mentioned analysis methods, analysts use a number of other qualita-
tive analysis techniques,® all of which share a common purpose: they are tools to break down
complex problems into more manageable analytical portions.

6.5 Reporting and dissemination of
intelligence products

Intelligence products are the output of the intelligence process and are generally disseminated
in the form of clearly structured and concise reports. Intelligence analysis reports aim at re-
flecting objective and accurate information, and identifying and recommending effective stra-
tegic or operational interventions. To ensure the practical value of the intelligence products,
they should always be clear and concise. As highlighted earlier, a close collaboration between
the analyst and the client, including the organization of regular review sessions, is therefore
inevitable for delivering a targeted intelligence product and introducing its findings. A good
general approach when drafting any kind of intelligence products is the inverted pyramid
writing, starting by addressing the most important messages to the client and then moving to
more general issues.

Depending on the need of the customers, these products can be divided into strategic and
operational intelligence products.

The aim of operational analysis reports is to support ongoing investigations and short-term
operational and tactical tasks. Aimed at practitioners, such products must be concise, favour
clear and direct wording, and focus on information with operational added value. Key find-
ings must be listed at the beginning, allowing the reader to quickly grasp the main informa-
tion and decide how to prioritize the information received. Intelligence products should then

45  For descriptions and examples of these techniques, see UNODC (2011a). See also the Problem-Oriented Policing website:
www.popcenter.org/about/?p=whatiscpop. In addition, reference is made to information and guidance on a number of analysis types
and methods on the website of the International Association of Law Enforcement Intelligence Analysts: www.ialeia.org
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go into more detail, starting with brief descriptions of the operational background, followed
by their aims and objectives. The core of intelligence products should provide detailed in-
formation on the case, explain the analysis process leading to the hypothesis and clarify the
findings. The products should conclude with intelligence requirements and recommenda-
tions for actions. Operational intelligence products are an important source of information
for strategic products.

The aim of strategic analysis reports is to support informed decision-making and the design
of operations. Various types of documents can be prepared, depending on requirements and
objectives:*

Early warning notifications/intelligence notifications highlight new or recent changes, trends
and developments in the environment, which can be thematic or geographical. The primary
purpose is to describe the changes and assess possible effects on criminal markets, the secu-
rity situation, and the community or a wider geographical area. Such notifications are short
and specific, aiming to proactively and rapidly inform the client of a new change or a trend,
and give a brief indication on expected effects of this change or trend.

Threat assessments analyse and evaluate the threat of criminal phenomena. They can focus
on organized crime groups, specific crime areas or regions. The assessments usually have a
medium- to long-term scope and are future-oriented. They provide decision-makers with
strategic intelligence and recommendations.

Risk assessment reports describe the evaluation of potential risks, where the assessment of
likelihood, impact and related vulnerabilities is added to the threat assessment. A classic ex-
ample is a risk assessment report presented in preparation for a major event.

Situation reports are mainly descriptive. Their objective is to provide a detailed overview of a
topic. Contrary to threat assessments, they generally do not include recommendations for ac-
tions and are limited to factual findings. They can focus on a variety of topics, from a specific
crime area or modus operandi, to a specific criminal group or geographic area.

The last step in the intelligence process is the dissemination of the intelligence product and
briefing the customer(s) of its content. Consumers of intelligence analysis can be investiga-
tors, prosecutors, law enforcement management and other police or government agencies.
When possible and appropriate, the intelligence product should be shared with the public.
This can be beneficial for law enforcement by raising public awareness on specific topics (as
part of crime prevention), increasing transparency and visibility, and receiving valuable infor-
mation from the public in response to published reports. It is important to choose the right
method/format for disseminating and presenting the intelligence product to targeted audi-
ences and to ensure that it arrives in a timely manner in order to support decisions and ac-

46  Inits Factsheet on Criminal Intelligence Analysis, INTERPOL classifies analytical products into analytical reports, threat assessments
for regions or specific crimes, risk assessments for a particular event, and intelligence publications (bulletins, monthly reports, etc.).
Europol classifies analysis reports first into operational and strategic reports, but divides strategic reports into threat assessments,
situational reports and intelligence notifications.
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tions.” The dissemination phase is critical to the whole structure of the ILP model since it in-
forms the customer as well as all appropriate police entities about relevant criminal activities,
phenomena and perpetrators. Due to the sensitivity of data usually presented in intelligence
products, a clear and transparent regulation has to be adopted, based on the basic principles
of “right to know” and “need to know” in accordance with national and international human
rights and data protection standards.

Further details on the dissemination of intelligence products need to be spelled out in respec-
tive national handbooks or manuals, in line with national instructions and legal requirements,
and in accordance with international human rights standards.

6.6 Feedback and follow-up

The importance of an active collaboration between the client/decision-maker and the an-
alyst is repeatedly highlighted in this guidebook. This also applies to the evaluation of the
intelligence product and the feedback from the client, the decision-maker or other users of
the analytical product. The analysts and their managers must know if the product has met
requirements and if recommendations contributed to decisions or follow-up actions. The an-
alysts must also receive feedback on potential improvements. Sending a feedback form to the
client soon after submitting the analysis report and presenting the intelligence product is a
very useful practice. A follow-up meeting should be organized where the intelligence product,
the feedback, the co-operation and subsequent decisions, actions or operations are discussed.
Such arrangements not only increase the quality of the task in question, but are also necessary
for professional development.

5¢ 5¢ 5¢
RO O RO OO

05
5¢ 5¢ 5¢
0 G5 CS

OO

& 05 &)
QZS 52
CX

RO O

47  For practical information on oral briefing and presentations, see UNODC (2011a).
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/. Implementing ILP

This chapter will introduce a graphical presentation of a recommended OSCE ILP model
and explain its main components, followed by a closer examination of key requirements in
operationalizing and implementing ILP. Although it is tempting to present a matrix or a form
for implementing ILP, there is neither a universal template nor should there be one, because
local and national circumstances vary considerably. Each country must assess its status and
develop its own implementation plan in the light of the existing legal framework, culture,
needs, resources, and other basic national/local factors, and tailor its approach to these key
requirements. Nevertheless, based on some commonly accepted principles, the OSCE has
developed a framework model for ILP implementation, which OSCE participating States are
invited to make use of when adopting and implementing ILP.

Although national circumstances vary, research has shown that achievements of national ILP
policies, strategies and implementation generally depend on the following key success factors:

+ aclear legislative framework for ILP, which is in conformity with international human
rights and data protection standards, and includes clearly defined powers and processes
for agencies to collect, analyse and share relevant intelligence;

«+ organizational structures that facilitate clear strategic direction and operational co-
operation as well as decision-making processes in a multi-agency environment and
appropriate oversight;

« technology to facilitate information sharing through interoperability of systems;

+ knowledge and skills of all relevant staff; and
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« acollaborative culture of intelligence sharing to support decision-making across
operating domains.*

All these issues will be addressed later in this guidebook.

7.1 The OSCE ILP model

As explained in Chapter 3, ILP is a top-down managerial and decision-making framework. It
provides a structure, methodology and multiple processes for a systematic gathering, sharing
and analysis of relevant information, which serves as basis for informed planning and deci-
sion-making in law enforcement management. ILP has been called a law enforcement busi-
ness model, i.e. a methodology guiding the conduct and management of policing.

The 4-i conceptual model presented in Chapter 3 highlights the relationship between the
three key actors within ILP: the criminal environment, the criminal intelligence analysts and
the decision-makers. The 4-i model shows that the decision-makers task and direct the ana-
lysts by explaining their intentions. The analysts interpret the criminal environment through
their analysis and influence the decision-makers with the findings. Based on the analysis prod-
ucts, the decision-makers impact the criminal environment through law enforcement actions.

“Intelligence-led policing is a business model for policing
[...] able to incorporate areas of policing activity that are
not related to crime per se but are still significant problems
for communities and police agencies. With this evolution,
intelligence-led policing is moving to becoming the ‘all-
crimes, all hazards, all-harms’ business approach that is
sought by many in policing.” - Ratcliffe (2016: 67).

Figure 7.1 is a simplified graphical presentation of the main steps, the key actors, procedures
and products in putting the ILP concept into practice. The model can be applied partly or in
full at the national, regional or local law enforcement levels.*

48  See Australian Criminal Intelligence Management Strategy 2012-2015 (Commonwealth of Australia, 2012); and James et al. (2016).

49  'This graphical illustration of the proposed OSCE ILP model is developed by the Strategic Police Matters Unit of the OSCE
Transnational Threats Department, based on Ratcliffe’s (2016) definitions. The presentation of Information Flow in UNODC's Police
Information and Intelligence Systems (2006) was also used in the development of the chart.
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The ILP model includes the following main steps and components:

TASKING

Based on policy, strategic and operational plans, emerging threats or identified needs, the
national, regional or local law enforcement management tasks and provides directions to the
analysis management, which distributes tasks to individual analysis departments, units or
individual analysts.

ANALYSIS WITHIN THE CRIMINAL INTELLIGENCE PROCESS

Following directions and tasking from management or requests from investigators, analysts
develop intelligence in line with a defined intelligence process. While the analysis constitutes
the processes’ core component, the process furthermore includes the collection, processing
and collation of information. (A detailed description of the six steps of the criminal intelli-
gence process is given in Chapter 6.)

CRIMINAL INTELLIGENCE PRODUCTS

The analysis process generates strategic and operational criminal intelligence products, which
are used as a basis for developing strategic and operational plans, and for supporting criminal
investigations and other law enforcement operations as well as for prioritizing and allocating
human and technical resources.

DECISION-MAKING

This guidebook recommends that each country maintain an ILP decision-making structure at
the national, regional and local levels, where analysis reports/intelligence products are used
as a basis for decisions. A suggestive mechanism is described in sub-chapter 7.5, and exam-
ples of national good practices are presented in sub-chapter 8.2.

OPERATIONAL ACTIVITIES

Figure 7.1 lists five examples of policing areas where the principles of ILP can be applied. This
is by no means an exhaustive list, and pro-active law enforcement, based on evaluated and an-
alysed data and information, can be applied to many other areas of policing. The operational
policing areas generate data, information and intelligence that are forwarded through clearly
defined communication channels and stored in databases that allow for further analysis.

Data and information flow

For ILP to be well functioning, all law enforcement officers need to share and forward, through
clearly defined mechanisms and communication channels, relevant data, information and in-
telligence they receive and gather throughout their activities and daily work. Sharing of data,
information and intelligence should be an obligation of all law enforcement officers defined in
domestic law or other formal instructions.
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Feedback and evaluation

Analysts and analysis managers receive feedback on the quality of their analysis and criminal
intelligence products from law enforcement managers, investigators and other users of their
reports. The main quality indicators of the criminal intelligence products are their conformity
with defined methodologies and standards, and the extent to which they meet the expec-
tations and requirements of their users, especially with regard to strategic and operational
decision-making.

Monitoring and quality control

Creating and maintaining a system of monitoring and quality control of the ILP model is
the responsibility of the high-level law enforcement management. This applies to all plans,
objectives, processes and steps, including evaluation of criminal intelligence products,
follow-up of tasking and decisions, adherence to human rights and data protection standards,
and resources allocated to tasks. Each country should set up its own quality management and
quality control system. In addition to internal monitoring and quality control, ILP-related
functions such as the collection, storing, processing and sharing of data, information and
intelligence also need to be subject to independent oversight.”

Although the ILP model is broken down into five main steps and sub-processes, it has to be
underlined that all the components of the model are interactive and feed into one another,
making it often necessary for previous steps to be revisited. For example, the analysis process
frequently reveals intelligence gaps, which at times call for a new tasking or an investigation.

As mentioned above and frequently highlighted in this guidebook, all law enforcement per-
sonnel are active participants in and providers to ILP. The ILP model relies on data and infor-
mation from all levels, departments and units of the law enforcement. Therefore, awareness
and training as well as clear ILP SOP for all levels need to be in place as well as appropriate
safeguards, accountability and oversight mechanisms.

7.2 Challenges and
key implementation requirements

Research has identified several challenges and preconditions for ILP to work to its potential. It
has been revealed that ILP can have a meaningful and measurable impact only if it is conduct-
ed by substantial organizational, cultural and leadership change.” It has also been noted that
reluctance to make such reforms have proved a significant obstacle to the implementation
of ILP. Still adding to the challenges, adopting and implementing implementing ILP often
“threatens the established order, the culture, the identity of the organization and the norms,

50  For an example of a good practice, see Ministry of Interior of the Republic of Serbia (2016: 45-49).
51  Flood and Gaspar (2009).
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values and morale of its staff” and “staff rarely welcome change”** The predominance of per-
formance culture and operational statistics, where emphasis is placed on measuring results,
has been highlighted as one important reason for the reluctance for change within law en-
forcement.” Thus, introducing ILP as a new law enforcement decision-making framework
poses a particular challenge because it often requires new management methods and a cul-
tural change within the police leadership. To maximize the potential of ILP, a comprehensive
change management including thorough preparation, consultation and awareness measures
must take place throughout all levels of the organization before and during implementation.

“Ultimately, the prospects for any organizational reform
invariably are limited by the extent to which those with real
power in the institution believe change is both in their best
interests and will deliver practical benefits for the institution.”
- James (2016: 26).

In addition to the above challenges, other identified prerequisites for a successful ILP imple-
mentation include:

« quality staff selection, adequate training and skilled staff;

» competent direction, management and control of the intelligence work;

« suitable databases, IT equipment and analysis software; and

+ qualified managers who know how to make use of intelligence analysis products.*

The following points provide general guidance for planning the adoption and implementation
of ILP. Even though the basic ILP model can be applied everywhere, these points should be
put into the national and local context.®®

National legal framework allowing for implementing ILP,

in line with international legal standards

« National legislation should include specific provisions on ILP and allows for its
implementation.

+ Gathering, storing, processing and sharing of data and information must be based on
national law, which strictly complies with international human rights and data protection
standards. OSCE participating States are encouraged to request technical assistance and
advice to assess the compliance of those laws with international standards.

52 James (2017: 7).

53  Parliamentary Joint Committee on Law Enforcement, Inquiry into the gathering and use of criminal intelligence
(Canberra: Parliamentary Joint Committee on Law Enforcement, Commonwealth of Australia), (2013: 47-49).

54 James et al. (2016: 24-25); Ratcliffe (2016: 127).

55 This guidebook will not give a detailed list due to diverse country specifics, but rather, will focus on general and common issues
throughout the OSCE participating States, based on reviewed literature and collected inputs from nominated law enforcement experts
who reviewed and gave inputs to the guidebook drafts.
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.

The ILP framework, methodologies and internal processes, and the sharing and use of
criminal intelligence products should adhere to OSCE principles of democratic policing,
which reaffirm the importance of the rule of law, human rights, data protection, police
ethics, accountability and transparency, and external monitoring and control.*®

Political support and high-level governmental and managerial commitment

.

Political support, high-level governmental/ministerial and law enforcement leadership-
level awareness and commitment must be secured and clear before adopting or
implementing ILP.

The full potential of ILP will not be reached unless all levels of the law enforcement know
the model, its structures and processes as well as their roles and responsibilities within it.

Organizational-wide approach

.

.

.

ILP can be applied to all areas of policing.

ILP should be applied throughout the organization, not only in specialized units.

Efforts to change the culture towards one that underlines the “need to share” information
should be an integral part of the change management in introducing and implementing ILP.
ILP has analysts working in direct support of decision-makers at all levels of the
organization.

National strategic law enforcement planning, based on strategic analysis,

including threat assessments

.

National strategic plans, including prioritization, should be formulated and based on
strategic analysis and assessments.

These plans should be further developed into operational action plans.

Human, technical and financial resources should be allocated

in accordance with these plans.

Strategic and operational tasking meetings

.

Both operational and strategic tasking meetings should take place regularly at the local,
regional and national levels (see further sub-chapter 7.5).

Effective criminal intelligence gathering and analysis has proved to generate more
investigative and operational opportunities than law enforcement can possibly meet.
Therefore, identification and careful tasking and prioritization must be an integral task of
the strategic and operational meetings.

To secure intelligence-led decision-making, operational and strategic intelligence
products should be integrated in the decision-making and tasking frameworks.

Gathering and sharing of data, information and intelligence

.

All law enforcement officers should be obliged by law or other formal decisions to share
information they have received regarding a suspected crime or suspected criminals
through mechanisms and communication channels that are clearly defined and in
accordance with domestic law and international standards.

56

OSCE (2008a: 12-13).
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Sufficient safeguards must be in place to protect the human rights of people mentioned
in information that has been gathered for analysis purposes.

Necessary arrangements must be in place to protect identities and security of informants
and security of whistle-blowers.

Within applicable domestic and international legal frameworks, handling codes and data
protection law, authorities should allow sharing of data and information between state
agencies and other official institutions.

The relevant authorities may make formal arrangements that allow for obtaining and
using relevant data and information from sources that are external to state agencies,
including local authorities, non-governmental organizations, civil society, private
industry, regional and international organizations, the media and the public on

the condition that these arrangements are within the limits of applicable domestic

and international legal frameworks. These arrangements must also provide for the
appropriate safeguards to ensure that the authorities do not obtain access to such data
contrary to human rights and data protection standards.

National information evaluation systems, including handling and dissemination codes,
should be decided and introduced in a formal decision.

All law enforcement officers should be well familiar with these codes and apply them to
all information they receive and submit.

Centralized criminal intelligence agency/department

.

This guidebook recommends that each country operates one centralized national
criminal intelligence department (NCID).

The NCID should be staffed by members of various agencies.”

Representatives of different law enforcement entities and other authorities represented
in the NCID should have access to their agency’s data and information, and should

be allowed by law to share them with representatives from other entities/authorities
represented within the NCID, pertinent to domestic and international legal frameworks.
The NCID should be responsible for a national criminal intelligence database.

The NCID should be responsible for carrying out strategic and operational analysis,
including threat assessments, at the national level.

The NCID should assist regional/local criminal intelligence analysis departments/units
when relevant.®

Criminal analysis and threat assessments

.

National authorities should present formal decisions and SOPs on transparent analysis
and threat assessment methods and processes.

Types and structures of criminal intelligence products should be decided at the national
level, providing all the law enforcement with a common reporting framework.

Criminal intelligence reports based on commonly accepted international standards and
formats, clarify and inspire cross-border and international co-operation in criminal
matters.
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See further in sub-chapter 7.4.3 on central-level criminal intelligence mechanism. See also an example of a good practice from Sweden
in sub-chapter 8.2.3.

Recommendations on managing intelligence units are presented in UNODC (2011b: 51-59).
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IT interoperability and security

.

Interconnected, interoperable or single-platform IT structures supporting ILP should be
operated at the national, regional and local levels.

NCID should have access to all available data, information and intelligence held by
regional and local criminal intelligence departments and other law enforcement bodies.
Appropriate security features according to formal decisions and SOP, national legislation
and international standards need to be in place, including detailed logging and internal
control mechanisms, as well as clearly defined and registered access levels.

These formal decisions and SOP should cover physical security, document security,

IT security and personnel security, including vetting and background checks of staff
where relevant.”

Criminal intelligence databases and sharing of data, information and intelligence

should be subject to monitoring and control of an independent external control
authority established by law to ensure compliance with national legislation in line with
international human right standards and data protection provisions, and provide for
effective and accessible remedies in case of violations.

Feedback mechanisms and practice

.

Managers and analysts receiving information from law enforcement officers should give
feedback to encourage further sharing.

Managers, investigators and other users of analysis products should give feedback

to the analysts on the quality of the analytical products to stimulate progress and
improvements.

Quality management and control

.

The national law enforcement management is responsible for: developments and
maintenance of a system of monitoring and quality control on all levels of the ILP
implementation; tasking and decision-making; objectives and outcomes; internal
processes; criminal intelligence products; material and equipment; and human resources
including training and staff performance.

The complete intelligence process in each country should be subject to internal and
external oversight mechanisms.

Co-operation and intelligence-sharing with the law enforcement

community at the regional and international levels

.

In line with domestic legislation, international standards and mutual legal assistance
instruments, national strategic analysis and threat assessments should be shared
with relevant co-operation countries and with applicable regional and international
organizations.
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UNODC (2011b: 39-50).
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+ Intelligence-sharing with authorities of a foreign state should be based on national law
that outlines clear parameters for intelligence exchange, including the conditions that
must be met for information to be shared, the entities with which intelligence may be
shared, and the safeguards that apply to exchanges of intelligence.®®

« Pro-active steps should be taken to establish joint intelligence-led investigations and
operations at the regional and international levels, based on common criminal challenges
identified and presented in analysis and threat assessment reports.

7.3 Analysis and decision-making in
law enforcement
Pro-active law enforcement requires intelligence and strategic planning. Adding to increased

requirements for enhanced resource efficiency, transparency and accountability, a number
of external and personal influence factors affect decision-makers, as presented in Figure 7.2.

Crime
intelligence
analysis

Non-police

Personal
l government

bias J

agencies

DECISION- Other
Media MAKER policing
agencies
Private [ Public
sector opinion
interests groups

Politicians

Figure 7.2 External and personal influences on decision-makers
Source: Ratcliffe (2016: 118).

60  United Nations General Assembly. “Special Rapporteur on the promotion and protection of human rights and fundamental freedoms
while countering terrorism, Martin Scheinin” UN Human Rights Council, 17 May 2010, A/HRC/14/46: Articles 26, 38 and 90.
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Decision-makers in modern law enforcement have to live with the fact that a wide range of
influence factors affect their everyday work and their key decisions. Quality police manage-
ment, including decision-making, requires quality analysis products and skilled analysts who
are able to support managers with providing tailored reports. Since most law enforcement
decisions directly affect peoples’ lives, and since all law enforcement officers are accountable
for their actions,® the information basis for their decisions becomes especially important.
These facts still emphasize the relevance of ILP as a managerial decision-making framework.

“It is often emblematic of weak police decision-making
systems that analysts task themselves or take the lead

in determining strategic priorities. Police leaders in

mature decision-making systems take a more direct role
in conveying their intent by tasking the intelligence and
analysis unit. While remaining open to being influenced
about emerging threats that might not be on their radar,
experienced commanders do not leave the analysis arm
of the police department foundering without guidance, but
rather provide supervision and direction.”- Ratcliffe (2016: 83).

Even though analysts must always build their analytical findings on neutral evaluation and
assessment, they should have insight into the decision-maker’s environment, including
potential legal, political, organizational and financial constraints. This must be taken into
account when developing and presenting recommendations. It is futile for the analysts to
present recommendations that are clearly unfit for the clients or out of their reach.

7.4 Levels of criminal intelligence mechanisms

ILP requires organizational structures, administrative and decision-making procedures and
communication mechanisms between all levels. This sub-chapter will present intelligence
mechanisms (units/departments/agencies) that support the execution of ILP. One of the key
tasks of each level’s criminal intelligence mechanism is to provide management structures
with analysis and assessment for making informed decisions.

61  Council of Europe, The European Code of Police Ethics (Strasbourg: Council of Europe Publishing, March 2002): Art. 26, 38 and 90.
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7.4.1 Local/station-level criminal intelligence mechanism

The local-/station-level intelligence mechanism covers crimes, criminals, and security and

safety problems affecting the basic police command unit at the community or police station

level. Depending on size and structure, each local level should have a criminal intelligence

unit or a team responsible for all relevant operational criminal intelligence tasks on its level.

This unit should be headed by a commander of the same rank as heads of operational and

investigations units at the local-/station-level.

Local-/station-level criminal intelligence supports local planning, operations and investiga-

tions. More specifically, it:

.

supports general operational police services in addressing everyday crime and to
maintain public security and order at the local or station level;

provides analytical support to local-/station-level investigations;

provides police registries, databases and criminal intelligence processes with data and
information;

submits relevant data, information and intelligence to regional and/or national criminal
intelligence departments for further processing;

conducts and presents analysis and risk assessments for local events; and

provides analytical support to local crime prevention.

7.4.2 Regional-level criminal intelligence mechanism

The regional criminal intelligence section covers law enforcement tasks affecting more than

one basic police command unit. Its key tasks and responsibilities are the identification of

common regional criminal threats, the exchange of appropriate information, and provision of

capabilities and resources to support local- and regional-level activities. The regional crimi-

nal intelligence section should be at the same level and headed by the same rank as heads of

regional operations and investigations, directly under the regional police director.

The regional criminal intelligence department/section supports local criminal intelligence

units upon request. Its main role is to support regional-level planning, operations and inves-

tigations. More specifically, it:

.

.

develops and implements annual regional criminal intelligence plans;

systematically collects relevant data, information and intelligence at the regional level
and submits them to a regional centralized database, accessible to the centralized
criminal intelligence entity in each country (henceforth the National Criminal
Intelligence Department);

forwards relevant data, information and intelligence reports to the local and national levels;
conducts strategic analysis and assessments to support management decision-making
and planning at the regional level;

provides support to regional crime prevention; and

supports investigations and operations against regional and cross-border crime,
including transnational organized crime;
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7.4.3 Central-level criminal intelligence mechanism

The NCID should be positioned within the national law enforcement headquarters (police
directorate/national crime agency) and headed by a senior chief officer.

NCID’s main role is to develop intelligence reports to support decision-making in countering

serious national threats, in particular transnational organized crime, terrorism and VERLT.

Key responsibilities include:

+ developing and implementing an annual national criminal intelligence plan;

«+ drafting and presenting a national serious and organized crime threat assessment;

« drafting and presenting other strategic assessment to support national-level law
enforcement management and planning;

« providing criminal intelligence support to the regional level;

« setting standards and co-ordinating criminal intelligence work within the country;

« acting as the national point of contact to foreign law enforcement authorities and
organizations with regard to criminal intelligence work; and

« conducting research and striving for professional development at the local, regional and
national levels.*

Ideally, the NCID should be a multi-agency law enforcement entity, staffed with experts from
diverse relevant agencies and state institutions, each expert having access to his/her institution’s
information and databases, and allowed by law to share data and information with staff from
other agencies/institutions represented in the NCID. Depending on security sector structures
in each country, the following state authorities could be represented within the NCID:

« Border police

+ Correction authorities

+ Customs

« Financial Intelligence Unit (FIU)

+ Coast guard/maritime police

« Intelligence and security agencies

+ Dolice

+ Tax authorities

+ Specialized law enforcement agencies where relevant

Agencies/institutions represented within the NCID might prefer to draft formal co-opera-
tion agreements between themselves and the NCID. Within such agreements, some OSCE
participating States have chosen to place representatives of the above agencies/institutions as
liaison officers within the NCID.

62 See also recommendations for managing and setting standards for criminal intelligence units in UNODC (2011b: 51, 61).
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7.5 Tasking and co-ordination meetings

A number of OSCE participating States have developed pro-active and intelligence-led
decision-making mechanisms, commonly named “tasking and co-ordination meetings’,
“leading and co-ordination meetings” or “sharing and briefing meetings” Tasking and co-
ordination meetings take place at all three levels: local, regional and national. Their main
purpose is to: bring together relevant law enforcement representatives at each level to make
decisions on plans, prioritization, operations and investigations, based on analysis and
assessment documents; identify information/intelligence gaps to address; and decide on
financial and human resource allocation. This set-up is at the heart of ILP as it moves analysis
results into the management procedures, making the decision-making more informed,
intelligence-led, transparent and accountable. Furthermore, creating criminal intelligence
mechanisms that serve decision-making at each level allows the police management to
prioritize law enforcement tasks in line with identified and assessed threats, and to allocate
available financial, human and other resources to that prioritization. Identifying intelligence
gaps, intelligence requirements and tasking analysis departments/units to meet these
requirements is also an important task of the decision-making meetings at each level. To
secure information flow and co-ordination between levels, the chair or another representative
from the next level below participates in meetings above.

This guidebook suggests that tasking and co-ordination meetings be divided into strategic
tasking and co-ordination meetings and operational tasking and co-ordination meetings.

7.5.1 Strategic tasking and co-ordination meetings

As the name indicates, these meetings should focus on strategic issues and are held much
less frequently than the operational ones, typically twice a year or every three months. In
some countries, strategic tasking and co-ordination meetings are held at all three levels, but
more commonly, only at the central/national level. These meetings should focus on strategic
planning and setting strategic priorities and objectives, based on strategic analysis and threat
assessments as well as the organizational business planning and budget cycles. It is recom-
mended that the strategic tasking and co-ordination meetings determine and set priorities for
national intelligence requirements, prevention and enforcement, based on strategic analysis
findings and threat assessments. Having made these sets of decisions, these meetings should
decide on resources needed to implement the strategic choices.*

7.5.2 Operational tasking and co-ordination meetings

This guidebook recommends that operational ILP decision-making mechanisms be held at all
three levels once a week or every two weeks. Operational and investigative managers should
attend them together with managers from the criminal intelligence department and relevant
analysis unit/department as well as other experts if required. It is recommended that the
highest ranking operational manager head each meeting. Depending on levels and national/

63 See national examples of good practice introduced in sub-chapter 8.2.
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regional/local circumstances, operational tasking and co-ordination meetings are mainly re-
sponsible for: converting strategic plans into action plans, matching requirements, priorities
and resources; evaluating new or updated operational intelligence reports and making deci-
sions on new investigations or operational activities, or to close or combine activities; identi-
fying information and intelligence gaps and tasking criminal intelligence units/departments
to fill them; and monitoring ongoing operational progress.

7.6 Training and awareness

Training is a key factor for progress in any organization. When planning and implementing
ILP, it is essential to develop a training plan and conduct a co-ordinated training of all law
enforcement. All staff members are expected to learn not only the skills necessary for their
performance, but also understand the roles of other members in order to contribute to the
overall ILP results. Through training, staff should understand ILP, the way the intelligence
process works, what and how to contribute to the process, and how to make use of it. The cul-
ture of information sharing should be a special focus within training for all levels. In addition,
training should include legal requirements related to ILP functions and relevant international
human rights and data protection standards to an appropriate extent in accordance with the
level and functions of the officials.

“If intelligence-led policing is to succeed and develop as the
central paradigm of policing in the twenty-first century, then
addressing training and education in crime reduction practice
for not only analysts but also police commanders and key
decision-makers in the criminal justice system is going to be
crucial and may very well be the key determinant in deciding
the future of intelligence-led policing.”

- Ratcliffe (2016: 143).

High-level awareness

As earlier underlined, political support and high-level governmental commitment to ILP are
prerequisites for successful implementation. This requires awareness-raising at higher levels,
including among politicians, governmental officials in all relevant ministries and state agen-
cies, prosecutors general and other key prosecution representatives, and high-level manage-
ment of all law enforcement agencies and services.

Training of law enforcement leadership and management

The main goal of this training is to demonstrate how the ILP framework and analysis in
particular can support policy-makers and law enforcement leaders in their decision-
making and planning. A successful training of the leadership will result in an increased level
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of understanding of the potential of ILP, how to task analysts, and how to make use of analysis
products in operational and strategic decision-making and planning. Such training should
also provide decision-makers with an understanding of relevant national and international
human rights and data protection standards as well as possible human rights issues that may
arise in ILP and how they can be addressed.

Training of analysts

This training is commonly divided into strategic and operational analysis training, in line
with the two main categories of analysis. Analysts must undergo the most complex training in
order to understand the role and functions of crime analysis within law enforcement and the
legislative framework and legal requirements that apply to different methods of information
gathering as well as sharing and using information. Developing skills and competencies in
gathering and structuring data and information and in conducting detailed analysis, drawing
conclusions and presenting recommendations should also be embedded in the training. Fur-
thermore, training of analysts covers: report writing skills; the collaboration between analysis
and investigations, and between analysis and decision-making; analysis methods, tools, tech-
niques and analysis software; sources of information; evaluation codes; and legal frameworks,
human rights and police ethics related to all of these tasks. Training can be presented in
several phases and for different levels.

Training of investigators

Investigations include operational intelligence work. Therefore, investigators should under-
go adequate ILP training before they start working on investigations. Investigators’ training
should include introduction to operational analysis and how it can support criminal investi-
gations, as well as the co-operation between analysts and investigators.

Training of uniformed police

The uniformed police are in direct contact with the public and with persons involved in crime
and therefore represent a valuable source of information for the intelligence sector. All uni-
formed officers should receive general training on ILP and its main components, including
their responsibilities within the ILP model.

Training of cadets

ILP training should already be introduced during basic police training. It is particularly im-
portant to clarify all basic concepts within the ILP framework to avoid any unnecessary mys-
tification around criminal intelligence affairs. Efforts should be made to introduce criminal
intelligence work as part of normal police activities, an appealing area to future police officers.
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8. ILP In practice

Previous chapters have focused on clarifying the ILP concept and the criminal intelligence
analysis process, introducing some key challenges and conditions for a successful application
of ILP, and presenting suggestions of an organizational set-up necessary to facilitate an effec-
tive implementation of ILP.

Chapter 8 builds on preceding chapters by offering a number of examples of ILP in practice,
starting with a sub-chapter on how threat assessments play a vital role in addressing serious
and organized crime. This is followed by five examples of good practices of national imple-
mentation of ILP or its key components. Finally, sub-chapters 8.3 and 8.4 present ILP and
community policing, as well as ILP in preventing and countering terrorism and VERLT.

8.1 ILP, threat assessments and
strategic planning in targeting organized crime

Organized crime threatens peace and human security, jeopardizes the enjoyment of human
rights, and undermines the economic, social, cultural, political and civil development of soci-
eties around the world.** Law enforcement authorities, however, are only able to investigate a
small percentage of information and intelligence they receive on organized crime and organ-
ized criminal networks in their respective jurisdictions. Therefore, assessing the seriousness
of these threats and deciding on prioritization and designating available human, financial and
technical resources are vital. The ILP model provides the framework needed for a modern
approach and for organizational structures to adopt what is commonly recognized as the only
viable option to tackle transnational organized crime, namely, data and information analysis,
sharing and co-operation, addressing identified and assessed threats in a prioritized and tar-
geted way.

64 www.unodc.org/unodc/en/organized-crime/index.html?ref=menuside
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“Serious and organized crime will remain highly dynamic
and quick to exploit changes in the wider environment. Law
enforcement authorities [...] are challenged to keep pace
with technological innovation and increasingly complex
criminal ventures penetrating all sectors of the economy
and society — all the while limiting their expenditure or in
many cases coping with shrinking budgets. Mirroring crime,
policing is becoming more complex and fighting criminals
now requires an unprecedented degree of specialization and
expert knowledge. Law enforcement authorities will have to
find ways to reconcile budget constraints with the need for
highly specialized knowledge. [...]

Advanced data analytics can help law enforcement
authorities to prioritise their efforts and engage in truly smart
and intelligence-led policing.” - Europol (2015: 44).

8.1.1 The EU Policy Cycle

The EU formally endorsed ILP in 2005.% Since then, common EU strategic planning and op-
erational action plans to tackle organized crime have been developed with the ILP approach.
In 2010, the EU adopted the EU Policy Cycle for Serious and Organized Crime, which is pre-
sented here as an example of good practice for addressing transnational organized crime in
line with the principles of ILP.%®

The EU policy cycle seeks to deliver a coherent framework and robust operational actions
in targeting the most pressing criminal threats facing the EU. The policy cycle provides an
opportunity for, and is geared towards, integration between the different structures in a mul-
ti-disciplinary approach, including in generating synergies among law enforcement and bor-
der management authorities and facilitating further co-operation between European agencies
as well as with non-EU stakeholders.

Each policy cycle covers four years in total and is comprised of four main steps, as presented
in Figure 8.1.

65  Council of the European Union. “Council conclusions on intelligence-led policing and the development of the Organized Crime Threat
Assessment (OCTA)” Doc. 10180/4/05, REV 4 (Brussels: 3 October 2005).

66  Council of the European Union. “Council conclusions on the creation and implementation of a EU policy cycle for organized and
serious international crime”” 3043rd Justice and Home Affairs Council Meeting (Brussels: 8 and 9 November 2010).
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STEP 1 - EU Serious and Organized Crime Threat Assessment (SOCTA)

The SOCTA is developed and published by Europol in co-operation with the SOCTA Adviso-
ry Group (composed of EU member states, EU Agencies, European Commission and Council
General Secretariat), with support from Europol’s third partner countries and organizations.
Since the methodology is endorsed by the EU Council of Justice and Home Affairs Ministers,
it has a clear legal framework and a strong political back-up.*’

“From strategic priorities through to operational action,
[SOCTA] will ensure that an intelligence-led approach
is at the heart of tackling the major criminal threats
facing the EU.” - Europol (2010).

Europol’s SOCTA process includes:

+ preparation and endorsement of detailed customer requirements;

« preparation and endorsement of the methodology;

« identification of intelligence requirements;

« data collection;

« analysis of data;

« drafting of the SOCTA report, including a list of key threats and risks; and
+ presentation of the results and recommended priorities.

The analysis process is carried out by focusing on four elements; specific data are collected for
each of them (see Table 8.1):

« serious and organized crime areas/types;

« organized criminal groups/networks and lone actors involved in serious crime;

+ the environment: vulnerabilities, opportunities and infrastructures; and

«+ effects and harm.

The basic threat assessment is performed by conducting a qualitative analysis of two types
of indicators, shown in the first two columns of Table 8.1. Still, a threat can only cause harm
if there are vulnerabilities. Therefore, in order to provide a comprehensive assessment of the
risks resulting from these threats, additional elements of vulnerability and probability/like-
lihood as well as effects and harm need to be identified, analysed and assessed. The public
SOCTA methodology document lists the following threat and risk indicators to be assessed
in the SOCTA process, shown in Table 8.1.

67  Council of the European Union. “Serious and Organised Crime Threat Assessment 2017 — Revised methodology.” Doc. 14913/15,
CRIMORG 128 (Brussels: 11 December 2015).
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Table 8.1 The set of indicators analysed during the SOCTA process

THREAT ASSESSMENT

Crime areas/types

Criminal groups/
networks

THREAT + RISK ASSESSMENT

Environmental crime relevant
factors

Effects/harm

Availability of
resources

Crime areas/types
they are active in

Economic situation

Financial
impact

Demand and supply

Poly-crime activities

Geopolitical situation

Social impact

Number
of groups active in
the crime area/type

Nationality

Transport and logistics
infrastructure

Health impact

Evolution of the
crime area/type

Size of the group

Public attitudes

Environmental
impact

Geographical
dimension

Financial resources

Innovation

Other crime areas/
types linked

Human resources

Internet and new
technologies

Modus operandi
used

Financial profit

Legislation

Other resources

Law enforcement action

Structure, type

EU crime priorities set

by the Committee on
Operational Cooperation
on Internal Security (COSI)

Expertise

Co-operation

Modus operandi

Geographical
dimension

Flexibility and
adaptability

Counter-measures

Corruption and
influence in the
public sector

Use of legal
business structures

Money laundering
— level of
sophistication

External violence
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Threat assessments are not descriptive reports of the present state of play, but are for-
ward-looking. They present conclusions with a list of key threats and recommendations on
how to prioritize them. Europol SOCTA reports are submitted to the EU Standing Commit-
tee on Operational Cooperation on Internal Security (COSI) where they are discussed within
the political EU policy-making process. Thus, the final decision is a mixture of professional
experts’ assessments and political views.

STEP 2 - The Multi-Annual Strategic Plans

Based on the SOCTA, the EU Council of Justice and Home Affairs Ministers makes a for-
mal decision on priority crime areas for the next four years. When setting these policies, the
Council takes into account comments from EU member states, agencies and partner non-EU
countries.

For each of the priorities, an expert group from the most affected countries drafts a four-year
Multi-Annual Strategic Plan (MASP). These multi-disciplinary plans contain a list of strategic
goals that should be achieved during the four-year cycle. Key performance indicators, time-
lines, milestones and responsible agencies/persons are included in all the plans. COSI adopts
the MASPs, giving them a formal status and securing financial resources.

STEP 3 - Operational Action Plans and the European Multidisciplinary

Platform Against Criminal Threats (EMPACT)

Each MASP is developed into an Annual Operational Action Plan (OAP) per priority. All
OAPs describe steps and actions of EU institutions and agencies as well as action that will be
carried out by single national authorities.

Joint actions within the OAPs are executed within the European Multidisciplinary Platform
Against Criminal Threats (EMPACT) mechanism. This mechanism provides a structured
co-operation platform for the relevant member states, EU institutions and agencies, as well as
involved non-EU partners. The implementation of each OAP is led by a volunteering driver
from an EU member state, and the implementation is overseen at the national level by National
EMPACT Coordinators (NECs), designated in each EU member state. Europol provides
administrative and logistical support to the EMPACT projects and monitors their progress.
Europol also designates EMPACT Support Managers to ensure analytical and operational
support to all crime priorities. COSI approves the OAPs and monitors their implementation
on the basis of reports every six months.

All EU national authorities are invited and encouraged to integrate the MASPs and OAPs into
their national planning processes and their law enforcement efforts to counter serious and
organized crime. Relevant EU agencies are also encouraged to reflect priorities and action
plans into their yearly work programmes.

STEP 4 - Review and assessment

The effectiveness of the OAPs and their impact on the priority threats will be reviewed by
COSI. Annual reporting by the national drivers and an interim assessment by Europol pro-
vide opportunities to adapt or modify the MASPs, or the priorities if necessary. COSI receives
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a yearly state of play and conducts a thorough and independent evaluation at the end of each
policy cycle. The lessons learned from this evaluation serve as input for the next policy cycle.

8.1.2 The Sleipnir Organized Crime Assessment Tool

The Sleipnir technique was developed to improve strategic priority setting by providing a
reliable, objective, expertise-based method in criminal intelligence analysis to assist in the
ranking and comparison of the threat of organized crime groups as well as to identify intel-
ligence gaps.

The Sleipnir technique provides intelligence analysts working on organized crime groups
with a comprehensive and transparent method to develop and present recommendations and
supporting intelligence in a concise manner. However, the resulting framework and matrix
are not intended to stand in isolation, but should be fleshed out in the context of a strategic
analytical assessment that explains the details and significance of the comparisons.®

Originally, there were 19 criteria or attributes by which relative levels of threat were assessed.
All attributes are assigned a value — either “unknown’, or from “nil” to “high” — based on their
observed magnitude, but an updated version of the Sleipnir technique has reduced the num-
ber of attributes down to 12. This made the information collection process more efficient,
while the remaining attributes would focus on more easily observable behaviour.

However, it should be understood that Sleipnir is a strategic tool used to assist in determin-
ing organizational priorities and is not designed to be used as a tactical intelligence tool.
The Sleipnir technique is also grounded in certain assumptions that may not reflect the in-
creasingly complex and sophisticated links between international organized crime groups,
and between these groups and terrorist organizations. This could lead to the development of
strategic priorities that focus too much on large, sophisticated organizations while ignoring
smaller and potentially more dangerous groups with links to foreign organized crime or ter-
rorism.*” In addition, Sleipnir is based on assumptions that determine the greatest perceived
threats to Canadian society, and the rank ordering of attributes may not necessarily reflect
those relevant to other societies or jurisdictions.

68  Royal Canadian Mounted Police Criminal Intelligence. “Sleipnir Version 2.0, Organized Crime Groups Capability Measurement
Matrix”” Royal Canadian Mounted Police (Ottawa, 2011).

69  Ratcliffe, Strang and Taylor (2014: 206-227).
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Table 8.2 A comparison of five crime groups using the Sleipnir model

DEGREE OF
GROUP 1 | GROUP 2 | GROUP 3 | GROUP 4 | GROUP 5 THREAT
Corruption
Violence
Infiltration

Money laundering

Collaboration

Unknown -

Insulation

Monopoly

Scope

Intelligence use

Diversification

Discipline

Cohesion

The key difference between the threat categories ‘nil’ and ‘unknown’ is whether or not infor-
mation was collected on the group. If a group has not been investigated or the subject of crim-
inal intelligence, the attributes with no information should be scored as ‘unknown’ ‘Unknown’
should also be used when there is reason to suspect that a group has a capability of posing a
threat, but no proof that they are using its capabilities, and when there is conflicting informa-
tion available on it capability with insufficient certainty to support a judgment.”

Sleipnir sub-components

There are 12 attributes or ‘values’ in the Sleipnir tool, which correspond to the threat they
pose to Canadian society. In the tool, they are ranked from biggest threat to smallest threat
to a society. For instance, ‘corruption’ is considered the largest threat from organized crime,
followed by ‘violence!

QU
0 X ~
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CA 0 ~

70  RCMP. “Sleipnir Version 2.0” (2011: 2).
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Below is the rank-ordered list that describes the 12 values (P, see below) used to score
different crime groups:

12. Corruption

11. Violence

10. Infiltration
Money laundering
Collaboration
Insulation
Monopoly
Scope
Intelligence use
Diversification
Discipline

PN W e TN 0

Cohesion

Scoring
Each of the 12 values can be scored using the following method:

+ High=4xP

+« Medium=2xP
o Low=1xP

« Nil=0

+ Unknown =2xP

Where P is the number of the subcomponent in the list above; for instance, if Monopoly (#6)
is high, Intelligence use (#4) is medium, and Violence (#11) is low, they would be scored in
the following way:

+ Monopoly =4 x 6 =24
+ Intelligenceuse =2x4=38
+ Violence=1x11=11

The total will be 43. A higher score, relative to other organizations being checked, represents
a higher level of threat.

8.2. National ILP implementation examples

Sub-chapters 8.2.1 to 8.2.5 provide examples of implementation of ILP in five countries in
Europe. Sub-chapter 8.2.1 begins by introducing the National Intelligence Model (NIM) in
the United Kingdom (UK), where ILP was first developed in the 1990s. The UK ILP practical
application and organizational structures have since then been used as a good practice model
by many countries around the world. The NIM is followed by a brief presentation of the intel-
ligence-led policy-making and strategic planning of law enforcement in the German State of
North Rhine-Westphalia. Sub-chapter 8.2.3 presents the Swedish ILP model as well as intelli-
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gence-based Joint National Efforts in addressing serious and organized crime in Sweden. The
Republic of Serbia integrated specific legal provisions on ILP in a new Police Act adopted in
2016 and developed a National Handbook on ILP for the Serbian law enforcement services.
These measures are introduced in sub-chapter 8.2.4. The last national example describes the
Montenegrin approach to threat assessments of serious and organized crime.

8.2.1 The UK National Intelligence Model

The NIM is the implementation framework of ILP in the UK.”* The intention behind the NIM
is to provide focus to operational policing and to achieve a disproportionately greater impact
from available resources. It is based on a clear framework of analysis of data and information,
allowing a problem-solving approach to law enforcement and crime prevention techniques.
The expected outcomes are improved community safety, reduced crime, and the control of
criminality and disorder leading to greater public reassurance and confidence. The NIM is not
confined or restricted to specialist usage. It is relevant to all areas of law enforcement: crime
and its investigation, disorder and community safety. Overall, the NIM is a business model
for operational policing.

BUSINESS PLANNING

Government & Performance Business
Local Objectives Management Excellence Model

BUSINESS Prioritise OUTCOMES
MANAGING Intelligence Work OUTCOMES

- Crime TASKING & COORDINATING PROCESS — Community Safety

- Criminals . - Reduced Crime

- Disorder Production of Tasking & - Controlled Criminality
— Problems Intelligence Products Coordination Meeting _ Controlled Disorder

Intelligence Knowledge System

Products Products Products

Figure 8.2 The UK National Intelligence Model
Source: NCIS (2000: 9).

71 This sub-chapter is drafted on the basis of two documents: (i) The National Intelligence Model of the Criminal Intelligence Service
(NCIS) (NCIS Corporate Communications, 2000); and (ii) the Code of Practice — National Intelligence Model of the National Centre
for Policing Excellence (London Home Office, CENTREX, 2005).
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The NIM is as much a management decision-making model as a description of intelligence
processes and products. The critical factor in securing reduction in crime is the proactive role
of law enforcement management.

The process is conducted at three levels: Level 1 (community/local level), Level 2 (inter-force/
regional) and Level 3 (national/international).

At each of these levels, the processes and nature of the intelligence products are essentially
identical, although the detailed content of the products and the nature of the data to be
accessed and processed will vary. This similarity throughout the model is deliberately
highlighted to broaden understanding among professionals working at different levels.

The NIM works either as a stand-alone system for one level of activity, or as an integrated
model whereby at each level it interacts with the others to best identify the problems and their
potential solutions. The model describes each intelligence unit within a level, setting its own
local intelligence requirement. The standardization of intelligence products will provide the
best basis for providing such intelligence, but it requires systems of access that enable each
intelligence unit to benefit from the data held by its colleagues.

The pivotal product at Level 3 is the UK Annual Threat Assessment, more precisely titled
The National Strategic Assessment of Serious and Organised Crime (NSA). It is produced by
the UK National Crime Agency (NCA) drawing on data provided by the police forces, HM
Customs and Excise, the intelligence and security agencies, and other law enforcement bodies.

The NSA provides a comprehensive picture of the risk posed to the UK and its interests by
serious and organize crime. It provides the national response with information on what the
priorities are and what action will be taken the expected results and how success will be
measured.

Tasking and Co-ordination Groups, which meet on all three levels, are at the heart of the

NIM. Meetings of these groups are divided into Strategic Tasking and Co-ordination Meetings
and Tactical Tasking and Co-ordination Meetings. The purpose of these meetings is to agree
on a Control Strategy that establishes the intelligence requirement and sets the agenda for
intelligence, prevention and enforcement priorities, aiming at a maximum impact. To this
end, law enforcement managers must have a good understanding of the true nature of the
problems they face and a mechanism for decision-making that identifies priorities, the re-
sources required and which can commission action. The tasking and co-ordination process
is that mechanism.
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TASKING AND COORDINATION

CONTROL STRATEGY
comprises

The INTELLIGENCE | PRIORITES FOR: |

paints the PICTURE INTELLIGENCE

PREVENTION
ENFORCMENT

Requires
Strategic Tasking and Tactical Tasking and
Coordination Group Coordination Group
— resourcing the needs — applying the tactical menu
— setting priorities — responding to new needs
— identifying policy needs — checking still on course

Figure 8.3 Strategic and Tactical Tasking and
Co-ordination processes in the United Kingdom
Source: NCIS (2000: 14).

Strategic tasking

The objectives of the Strategic Tasking and Co-ordination Meetings are to set up or amend the
control strategy and to make the principal resource commitments in line with set priorities.
The Strategic Tasking and Co-ordination Group therefore meets quarterly or half-yearly and
aligns its cycle to the business planning round. The Group’s work is carried out on the basis
of the problems and issues identified by the Strategic Assessment (NSA), which, having been
considered in light of the governmental and local objectives, is used to determine and set the
priorities for intelligence, enforcement and prevention. Its work is completed by the alloca-
tion of resources and setting of policies needed to deliver the control strategy.

Tactical tasking

The Tactical Tasking and Co-ordination Group meets weekly or every second week. It has
three main roles: to commission and apply the tactical menu to the Control Strategy; to re-
spond to new needs; and to check that agreed plans and enforcement work are still on course
to meet objectives. A Tactical Assessment Report is the key intelligence product that drives
the tactical decision-making.
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The tactical aims comprise four elements:

« targeting of offenders in line with the priorities of the Control Strategy;

+ the management of crime and disorder hotspots;

« the investigation of crimes and incidents which can be shown to be linked into ‘series’;

« the application of the range of “preventative measures” such as CCTV and lighting
schemes or community action initiatives.

Monitoring the progress and encouraging work in the four boxes of the tactical menu is the
heart of the agenda for the Tactical Tasking and Co-ordination Meeting.

The intelligence-led strategic and tactical tasking and co-ordination processes are based on
four main intelligence reports briefly explained below.

Strategic assessments

The main purpose of the strategic assessment report is to give the Tasking and Co-ordination
Group an accurate picture of the situation in its area of responsibility, and how this picture is
changing and may change in the future. It is by definition a longer-term, high-level look at the
law enforcement issues and will therefore not only consider current activities, but will also
try to provide a forecast of likely developments. A locally produced strategic assessment will
assist planning and policy-making in the area and contribute to the bigger picture of patterns
and trends in the region and nationally.

Tactical assessments

The tactical assessment forms the basis for the work of the Tactical Tasking and Co-ordina-
tion Group. The assessment will be able to identify emerging patterns and trends requiring
attention, including further analysis. Progress in investigations or preventive initiatives can be
addressed as can immediate needs for changes in resourcing tactical options.

Target profiles

A target profile is person-specific and contains sufficient detail to initiate a target investiga-
tion/operation or support an ongoing operation against an individual or networked group of
individuals. It shows links to other investigations (at all levels of the model) and may include
risk profiles of potentially dangerous offenders. On the basis of the intelligence revealed, the
target profile includes an interpretation of the best course of action and proposals to fill the
gaps in the intelligence picture.

Problem profile

A problem profile identifies established and emerging crime or incident series. It also identi-
fies established and emerging crime and incident ‘hotspots’ together with the opportunities
for preventive work revealed by the intelligence. In the case of crime series identification
where methods are confirmed and links to potential offenders established, the profile sup-
ports targeting and reactive investigation, as well as preventive initiatives.
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Intelligence Units — prioritization of intelligence work

An effective and secure intelligence unit needs four main assets briefly described below: ade-
quate sources of information, appropriately organized and skilled staff; access to the range of
knowledge products and system products.

Sources of information

The sources that intelligence staff need to access are wide-ranging, such as victims, witnesses,
prisoners, informants and surveillance products. A soundly equipped intelligence regime will
be able to access a wide range of existing data as well as undertake proactive source recruit-
ment and deployments to fill identified intelligence gaps.

Staff

The second asset required is people. It is vital that an intelligence manager of appropriate status
be appointed to head the unit to ensure that meaning and significance are added to the analytical
techniques and products before they are presented to the tasking and co-ordination group.

It is equally important that intelligence as a discipline be adequately represented in man-
agement discussions about financial and human resources. Intelligence units need to be
equipped not just to handle data and information that is already known, but also to gather
information through proactive or covert means. Gaps in intelligence will often be identified
that cannot be filled by analysis and collation of available material. Intelligence units must
have the skills and capability to handle live sources, as well as opportunities for technical
surveillance operations.

Trained analysts are required if the standards inherent in the model are to be reached. The
analytical techniques and products are part of a standard range that underpins the national
vocational training arrangements for law enforcement analysts.

Knowledge products

The model asserts that the intelligence discipline has to be learned. Staff need access to the
knowledge products that provide quality assurance to the model. These knowledge products,
national and local, define the rules of conduct of the business or the best practice by which
skilled processes are completed, and the conditions in which work between agencies may take
place. Access to the knowledge products makes staff fit for their roles. Therefore, the term
knowledge products describes a variety of local, regional or national rules and information
that an organization’s intelligence strategy may need to embrace.

System products

System products are enabling facilities for the collection, reception, recording, storage and
use of information. They provide the means by which data is held, retrieved and analysed.
According the NIM, effective intelligence units need access to a number of national data sys-
tems, local police force case files, crime and intelligence records and the wide variety of open
source information.”

72 For detailed information on system products for intelligence units, see NCIS (2000).
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Security
The integrity of the NIM requires adequate standards of physical, environmental, technical
and personnel security. The Government Security Classifications policy sets out common
standards for the protection of sensitive documents and other material across all govern-
ment agencies. Its principles also extend to data held on computer and electronic recording
systems.

Data protection

Chief Officers are responsible for the development and implementation of appropriate pro-
cedures and systems to ensure that personal information on individuals is held in accordance
with the requirements of the UK Data Protection Act 1998 and any other relevant legislation.
The management of information must be in accordance with the Code of Practice on Man-
agement of Police Information.

8.2.2 North Rhine-Westphalia, Germany:
Policy-making and strategic planning

The State Police of North Rhine-Westphalia in Germany applies ILP, including in policy-mak-
ing and strategic planning.” The strategy management and controlling system is based on
four pillars representing the State Police force’s core tasks:

+ Danger prevention and emergency response (DE)

+ Combat crime (Investigations)

« Combat traffic accidents (Traffic)

« Administrative services (AS).

All 47 Regional Police Authorities (RPAs) in North Rhine-Westphalia (NRW), although dif-
ferent in size, have an identical organizational structure, which consists of four directorates
corresponding to the core tasks and an additional staff, supporting the head of the police
authority.

As a strategic base, the Ministry of the Interior (Mol) identifies state-wide priorities in each
field of the four above-mentioned pillars (field strategies). They are generated, periodically
evaluated, and adjusted by analysis of information and data, collated and cross-checked by
two state agencies. This process also determines a load-related resource allocation and budg-
eting for the RPA.

Examples of potential priorities:

+ (DE) Availability and accessibility the Police;

+ (Investigations) Reducing juvenile crime;

+ (Traffic) Reducing accidents of elder people;

+ (AS) Availability of personnel within the RPA.

73 Responsible authority: Landesamt fiir Zentrale Polizeiliche Dienste NRW, Duisburg, Germany.
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POLICY-MAKING AND STRATEGIC PLANNING
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Figure 8.4 Intelligence-led policy-making and strategic
planning of the State Police of North Rhine-Westphalia, Germany
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For each of the priorities, the Mol defines General Success Factors (GSFs), which contain a
set of standards, procedures and indicators whose application is mandatory for all RPAs. They
have to be included in the RPA’s annual Security Programme, which also describes the RPA’s
local priorities and objectives, and related measures and responsibilities. The binding regional
standards, procedures and indicators are referred to as Specific Success Factors (SSFs). Each
RPA directorate is generally obliged to contribute to the achievement of the remaining three
directorates’ objectives.

On behalf of the Ministry, the two state agencies (State Bureau Investigations and State
Bureau Police Technical Services) are tasked with periodically controlling and eval-
uating the RPA field activities, also documented in the RPAs year-end Security
Balance. Layout and structure of both the Security Programme and the Security Balance are
prescribed and identical for all RPAs. They form the basis for a feedback and intervention pro-
cess including, inter alia, promoting and supporting examples of best practices. In assistance,
comparison groups of the RPAs with corresponding structural data have been developed to
enable and intensify the exchange of experience.

Advantages of the described model:

« aconcentration on core tasks with regard to limited resources and budget;

« enhancement of RPA local ownership and responsibility while taking into account
state-wide objectives;

«» standardization of a state-wide reporting and controlling system; and

+ Dbetter comparability between the RPAs.

8.2.3 Sweden: ILP organization and decision-making structures

The Swedish Police underwent major reforms in 2015, from being 21 independent Police Au-
thorities, each led by a governance structure at the Swedish National Police Board, to a single
National Police Authority, headed by a National Police Commissioner, divided into seven po-
lice regions and the National Operations Department. These organizational changes included
creating a new structure and co-operation and co-ordination processes for ILP in Sweden at
the national strategic level, national operational level, regional strategic level, regional opera-
tional level and local operational level. The organizational structure of the Swedish ILP model
is a top-down command and control structure. All meetings of management groups of each
level are attended by a representative from the next level below in order to secure co-ordina-
tion and information sharing between the levels.

The National Strategic Management Group (SLG) is chaired by the National Commissioner of
the Police. Other representatives are the seven regional police commissioners, the head of the
National Operations Department and heads of other national departments, including finance,
communication and human resources. SLG has video meetings every second week but tradi-
tional meetings every month. The main responsibilities for SLG are to discuss and make deci-
sions on national strategic directions and plans, and decide on long-term priority areas includ-
ing resource allocation, based on governmental decisions, strategic reports and assessments.
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The National Operational Management Group (NOLG) is chaired by the head of the National
Operations Department. Other representatives are the deputy heads of the seven police re-
gions, the head of the National Operational Planning Division and the head of the National
Forensic Department. The Operational Head of the Swedish Security Service and the head of
the National Public Prosecution Department from the Swedish Prosecutors Authority attend
meetings as observers. The NOLG has video meetings every second week and traditional
meetings every month. The main responsibilities of NOLG are to prioritize national actions,
operations and investigations, based on intelligence reports from the National Criminal In-
telligence Unit located within the National Operations Department of the Swedish National
Police Authority.

Regional Strategic Management Groups (RSLGs) are chaired by the regional police commis-
sioners of each of the seven police regions. Other representatives are the heads of each of the
police areas of the region and the heads of human resources, finance, communication, devel-
opment, and investigation and operation regional units, among others. The RSLG have meet-
ings every second week. The main responsibilities for RSLG are to discuss and make decisions
on regional strategic directions and plans, and decide on long-term priority areas including
resource allocation, based on national decisions by NOLG, strategic reports and assessments.

Regional Operational Management Groups (ROLGs) are chaired by deputy heads of each
of the seven police regions. Other representatives are the chairs of the Operational Local
Groups (POLGs) in each of the police areas in the region and the heads of regional investi-
gation and operations units, among others. The head of each regional intelligence unit acts
as the rapporteur of the ROLGs, which meets every second week. Their main responsibilities
are of the ROLG are to prioritize regional actions, operations and investigations, based on
available information and intelligence reports from the regional intelligence units. The ROLG
can make a decision to direct proposed actions to the local level and can request operational
and intelligence support from the national level (NOLG).

POLGs are chaired by the local police commissioners. Other members are the heads of
sub-local police areas and the heads of local investigations and operations. Heads of local
intelligence groups act as the rapporteurs of the POLG, which meets once a week. The main
responsibilities of the POLG are to make decisions on local actions, operations and investi-
gations based on reports from the local Intelligence Unit. POLG can request operational and
intelligence support from the regional level (ROLG).
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Joint National Intelligence and Operational Efforts

in Sweden to address organized crime

In 2009, nine Swedish public authorities signed a co-operation agreement to launch joint
intelligence and operational efforts to prevent and tackle organized crime. This national initi-
ative was expanded in 2016 to be implemented on the regional and local levels. It runs parallel
to and is directly linked to the ILP implementing structures described above.

These joint actions are specific intelligence, operational and investigative measures, but they
only represent one part of the general efforts of the Swedish Police Authority and the collab-
orating authorities to counter organized crime.

The following 12 national agencies/authorities participate in and contribute to the joint ef-

forts against organized crime:

+ The Swedish National Police

+ National Employment Office
+ Economic Crime Authority

+ Social Insurance Agency

+ Prison and Probation Service
+ Enforcement Authority

+ The Migration Board

+ The Swedish Coast Guard

» Tax Agency

« Security Services

+ Customs

+ Prosecution Authority
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All of these 12 national agencies participate and co-operate in a multi-agency forum, the Col-
laboration Council, composed of heads of each collaborating agency/authority and chaired
by the Swedish National Police Commissioner. The primary task of this Council is to make
decisions on a joint strategy to address organized crime in Sweden. The Council meets twice
a year. For co-ordination and information-sharing purposes, the head of the next structure
below (Operational Council) acts as rapporteur.

Under the Collaboration Council is the Operational Council, whose main tasks are prioritiz-
ing and operationalizing strategic decisions made by the Collaboration Council. The Oper-
ational Council, which meets every month, also makes decisions on the use of Operational
Action Groups and other resources in joint investigative or operational tasks. Each of the 12
agencies/authorities has one representative in the Operational Council, which is chaired by
the head of the National Operations Department from the National Police Authority, thus
connecting the two structures and securing information flow.

The Secretariat supports the collaboration and operational councils and its processes. Its
main tasks are to plan, prepare and put forward proposals for decisions, take minutes and
ensure follow-up of the meetings of the Collaboration and the Operational Councils. The
Secretariat also has a co-ordinating role and is responsible for the process concerning the
action groups.

Regional Collaborating Councils in all seven regions of the country have the main tasks of
setting up joint actions at the local and regional levels. They have meetings every four weeks
and report back to the Operational Council through the Secretariat.

All entities within the joint efforts are supported by intelligence structures comprised of mul-
ti-agency Regional Intelligence Centres located in the seven police regions, and a multi-agency
National Intelligence Centre located at the National Operations Department. These centres,
represented by 11 of the collaborating agencies/authorities,” provide the joint efforts with
analytical services and intelligence products. According to law from 2016, all these agencies/
authorities are not only allowed, but obliged to share each other’s data, information and in-
telligence on intelligence tasks, conducted within the forum, when addressing criminal ac-
tivity of serious nature, conducted in an organized manner and systematically by a group
of individuals.

The Operational Actions Groups are composed of around 200 law enforcement staff. The
groups are divided in sections of 20 or 30 officers, located in the seven police regions and
at the National Operations Department. Each unit has a head/group leader, investigators,
analysts and administrators. The actions groups also collaborate with other multidisciplinary
resources from other co-operating authorities on daily basis as joint teams in actions decided
by the Operational Council.

74 The Swedish prosecution authorities are not represented in the Joint Intelligence Centres as prosecution authorities do not possess or
handle intelligence.
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8.2.4 Republic of Serbia: Operational and
intelligence structures of ILP

The Ministry of Interior of the Republic of Serbia decided to implement the ILP in Serbia to
improve law enforcement and bring results in combating crime and other security threats to
a higher level, as well as to align police work with the standards, structure, quality and ter-
minology of the police forces in developed countries in Europe and the world. In this regard,
Serbia adopted a new Law on Police in 2016, which defines ILP and provides instructions on
how to apply it in Serbian policing practice.

Serbian Law on Police

Article 34
Police intelligence model

“In the performance of police tasks, the Police shall apply

the intelligence-led policing (ILP) model. Intelligence-led
policing is a model of managing police work based on

criminal intelligence. Criminal intelligence is a set of collected,
evaluated, processed and analyzed data, as a basis for making
informed decisions relating to the performance of police tasks.”

— Ministry of Interior of the Republic of Serbia. “Decree on the Promulgation of
the Law on Police.” PR No. 1, Belgrade, 28 January 2016.

The Serbian Law on Police also defines and clarifies the roles and responsibilities of the dif-
ferent police structures and levels in managing key elements of the ILP model, including de-
veloping a Strategic Assessment of Public Safety, as well as strategic and operational plans,
which define the priorities and objectives of police work, based on the Strategic Assessment.”

Following an in-depth study of developed ILP models, such as the United Kingdom, Ameri-
can, Canadian, Australian, and Swedish models, the Ministry of Interior developed a Serbian
ILP model, which is fully adapted to the specificities of the police system in the Republic of
Serbia. The Serbian ILP model is described in the Serbian National ILP Handbook” and in-
cludes the following chapters:

+ Structure of the ILP Model in the Republic of Serbia
+ Leading and Steering on Strategic and Operational Levels

75  Serbian Law on Police (2016): Art. 24 (role and responsibilities of the Police Directorate within the Serbian Ministry of Interior); Art.
25 (main tasks and activities of police departments).

76  Ministry of Interior of the Republic of Serbia (2016).
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+ The Criminal Intelligence Process and Practices

+ Criminal Intelligence Work (planning, collecting, processing, analysis and
dissemination intelligence)

« Planning of Operational (executive) Police Work

+ Security and the ILP Model

+ Employees and Units responsible for Criminal Intelligence Affairs

+ Staff Development and Training

+ Information and Communication Systems.

In the Serbian Handbook, the term “intelligence-led policing” refers to a system and meth-
odology for managing criminal intelligence and planned operational police work, in which
intelligence is the basis for defining priorities, strategic and operational objectives in the pre-
vention and suppression of crime and other security threats. It is also the basis for making ap-
propriate decisions on operational police work and actions, rational engagement of available
human resources, and for the allocation of material and technical resources.

The Serbian Ministry of Interior is currently implementing ILP model in policing practices in
Serbia. The Swedish Police Authority and Swedish International Development Cooperation
Agency have been providing support to the Serbian police in the implementation process
from the beginning. In order to design the described Serbian ILP model, a gap analysis was
conducted to identify concrete activities that need to be undertaken in the areas of adjusting
the legal framework, the organizational structure, the development of human and IT capac-
ities. Several regulatory documents pertaining to ILP have been adopted. The Strategic As-
sessment of Public Safety covering a period of five years and the National SOCTA have been
adopted. Human resources tasked with implementing ILP have also been allocated. The plan
is to have ILP fully implemented by the Ministry of Interior of the Republic of Serbia in 2018.

The Serbian ILP is a model designed to manage all police work, not just police work focusing
on prevention and suppression of organized crime.

Necessary conditions for effective functioning of the ILP model, according to the Serbian Min-
istry of Interior and the Serbian ILP Handbook are:

1. Leading and steering — This is a key function of the model that is established on a
strategic and operational level and is performed in accordance with an established
methodology and system of responsibility.

2. Systematized criminal intelligence process — The complete criminal intelligence process

in practice must be structured into sub-processes (tasks), functions and activities that
are either mutually connected or take place at the same time.
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3. Effective organizational structure — Organizational units and sub-units that are
engaged in criminal intelligence and operational police work are established so as to be
compatible with defined processes and functions (similar processes and functions are
performed within the same organizational units).

4. Sources of data and information — All available open and closed sources must be
identified and efficiently used with the aim to collect data and information.

5. Focus on the most difficult security problems — Organized crime, corruption and
other serious criminal offences and perpetrators (organizers and executors)
should be prioritized.

6.  Criminal intelligence products — In accordance with the defined methodology for the
performance of criminal intelligence work and defined quality criteria, the Unit for
Criminal Intelligence Affairs produces criminal intelligence products, which are a
pre-requisite in properly defining objectives, determining priorities and decision-
making for the performance of police work.

7. Legal framework — A suitable legal framework must be defined for
ILP to operate successfully.

8. Human resources — Police officers should be specially selected
(in accordance with special criteria and procedures) and trained in
the performance of criminal intelligence work.

9. Technical resources — Developed databases and information technology, adequate
premises, technical equipment and tools are necessary elements of the ILP model.

10. Time as a resource — It takes time and patience to change the organizational
culture and way of working.

As shown in Figure 8.7, the ILP implementation process consists of three sub-processes, rep-
resenting the flow of activities in the shape of the number eight. These sub-processes are: (i)
leading and steering (blue); (ii) criminal intelligence work (white); and (iii) planned opera-
tional police work (red). The mid-level sub-process, leading and steering, plays a managerial
(directing and co-ordinating) role with respect to the other two sub-processes. First, within
the sub-process leading and steering, competent managers initiate (request) the implementa-
tion of criminal intelligence work. Based on their tasking and requests, concrete intelligence
activities are planned and carried out, and the results presented a report. Second, on the basis
of this report, the competent managers make decisions on the implementation of planned op-
erational police work. Third, based on these decisions, concrete operational police activities
are planned and carried out, and followed by an evaluation report. The described flow of the
criminal intelligence process (white) can either end after one cycle or be repeated (completed
with new additions) in several cycles depending on the success rate of solving a particular
crime and on other circumstances.
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Figure 8.7 The Serbian ILP model.
Source: Ministry of Interior. Republic of Serbia.

The Serbian ILP organizational structures divide decision-making, leading, steering and
co-ordination into three levels: national, regional and local. In line with the ILP principles,
each level has its decision-making mechanism based on strategic and operational criminal
intelligence products, thus incorporating analysis and assessments into all law enforcement

planning and management:

 The Strategic Leading Group (SLG) at the national level in the Police Directorate of the
Ministry of Interior is chaired by the Serbian National Police Director. Its main functions
and responsibilities fall under the following categories: tasking or requesting a strategic
assessment for public safety and other national criminal intelligence products; strategic
planning, including decision-making and resource allocation, based on the strategic
assessment and other concrete criminal intelligence products; and monitoring and
verifying the implementation of the strategic plans.
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The Operational Leading Group Criminal Police at the national level (OLG CPG) is
chaired by the Head of Criminal Police, with the following main functions: developing
an Annual Operational Plan at the national level for the prevention and suppression of
crime, based on strategic plans from the SLG; allocating resources for key objectives
of the Annual Operational Plan; and tasking/requesting and decision-making based on
concrete criminal intelligence products in areas of serious and organized crime.

Operational Leading Groups at the regional level (OLG RPD) are chaired by each of

the 27 Heads of the Regional Police Directorates, with the following main functions:
operational planning at the regional level for prevention and suppression of crime, based
on strategic plans from the SLG; tasking and co-ordination of operational activities

at the RPD level; decision-making based on concrete criminal intelligence product at

the regional level; and evaluation of completed regional police tasks, operations and
investigations.

Operational Leading Groups at the local/station level (ORG PS) is made up of police
station management and chaired by Station Commanders. The ORG PS have the
following main functions: operational planning on local/station level for prevention
and suppression of crime, based on strategic plans from the SLG, OLG RPD Annual
Operational Plan and criminal intelligence products; decision-making, tasking and co-
ordination at the local/station level of operational activities, including investigation.

In addition to being a model for managing operational police work on the basis of criminal

intelligence, the ILP model is also intended to embed quality management. In the Serbian

ILP Handbook, the term “quality” is emphasized in connection with the ILP process, human

resources, training, criminal-intelligence products, standards and quality criteria, as well as in

connection with the relationship between the strategic and operational leading and steering

groups, on the one hand, and the analysis service, on the other hand. All this highlights that

quality is a recognized as a significant feature of the ILP model.
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8.2.5 Montenegro: Serious and
organized crime threat assessments

Following recommendations set forth in the Montenegrin Serious and Organized Crime
Threat Assessment (SOCTA MNE), a relevant law enforcement authority decides on a list
of a number of national, inter-agency priorities to fight serious and organized crime. These
priorities are reflected in the setting of specific operational and investigative priority tasks
and inter-agency co-ordination.

As Figure 8.8 explains, SOCTA MNE covers the period of four years and is developed by

an inter-agency team composed of representatives of the Montenegrin intelligence and the
security sector.

STRATEGIC DOCUMENTS AND PRIORITIES

OCTA 2011 Mid-Term NATIONAL
Organized Crime SOCTA ILP Model &
Threat Assessment Review 2015  Nat. Priorities

N NN
2015 % 2016 % 2017 S
VA A A

SOCTA 2013 NATIONAL Multi-Annual SOCTA 2017
Police officers & Serious & Strategic Plan
data from other Org. crime
agencies inter-agency
team

Figure 8.8 SOCTA developments and strategic planning in Montenegro
SOCTA MNE 2013-2017 priorities include the following areas:

« serious crimes against life and body generated as a consequence of a conflicts between
organized criminal groups;

o terrorism and religious extremism,” primarily related to the participation of Montenegrin
citizens in foreign armed forces as well as the strengthening of religious extremism in the
area of the Balkan Peninsula;

o high-level corruption committed by persons who have the status of public officials;

o drug trafficking, which is a dominant criminal activity of the largest number of organized
criminal groups;

77  The OSCE terminology is “violent extremism’”.
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o loan sharking, which is recognized as a particular problem that results in the commission
of other serious criminal offenses;

o illegal migration and trafficking in human beings, which is characterized by abuse of the
asylum procedure as well as labor and sexual exploitation; and

+ money laundering and financial investigations, which is recognized as being effective
means in the fight against organized crime.

The National Interagency Operational Team’® is a working group for the fight against serious
and organized crime, established in 2015. The Operational Team is a multi-agency body, con-
sisting of representatives of the following agencies:

+ Ministry of Justice

+ DPolice

+ National Security Agency

« Customs

+ Department of Public Revenues

+ Administration for Prevention of Money Laundering and Terrorist Financing.

The Interagency Operational Team has the following tasks:

« proposing national priorities in the fight against serious and organized crime;

+ proposing strategic goals and multi-annual strategic plans in the fight against serious and
organized crime;

« proposing a National Intelligence Model for establishing priorities, managing and
assigning tasks in addressing serious and organized crime based on the SOCTA MNE;

« adopting and implementing annual operational plans in the fight against serious and
organised crime, based on established strategic priorities;

« ensuring interagency co-operation in carrying out particular activities on the operational
level in the fight against serious and organized crime;

+ considering measures for efficient implementation of the National Intelligence Model in
establishing priorities, managing and assigning tasks based on the SOCTA MNE;

+ submitting quarterly reports on its work to the Bureau for Operational Coordination; and

« performing other tasks in order to direct activities in the fight against serious and
organized crime.

Montenegro has slightly modified the Canadian RCMP Sleipnir assessment methodology,
which is being used in assessing threats from identified organized criminal groups and for
comparing threat rankings between groups as well as to identify intelligence gaps that need to
be filled. The modified Montenegrin version of the Sleipnir model includes 14 threat criteria
subject to assessment, as presented in Table 8.3.

78  Official Gazette of Montenegro. “Law on Basis of the Intelligence and Security Sector of Montenegro”. No. 28/14: Art 17.



OSCE GUIDEBOOK ON INTELLIGENCE-LED POLICING

Table 8.3 The Montenegrin version of the Sleipnir assessment tool
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8.3 ILP and community policing

Community policing focuses on collective problem solving, crime prevention and the building
of trust between the police and the communities they serve. Community policing practices
and principles help to establish and strengthen police-public partnerships, where the police,
governmental agencies and local communities actively co-operate to solve problems together
and address community grievances.” The community policing movement is anchored in the
notion that greater community engagement will improve police operations and organization-
al performance, as well as police legitimacy in the eyes of the public.

The specific focus of community policing is increasing and improving relations between the
community and the police, and involves a fundamental shift toward identifying local crime
and disorder concerns jointly with the police, and where possible, addressing and resolving
them jointly. It is built on the belief that a more co-ordinated and collaborative approach can
address current problems as well as prevent future ones. This approach also involves working
in a more multi-disciplinary manner and with the possibility of several other partners in-
cluding municipal governments, other government agencies or departments, or community
associations, being involved in a programme.

Community policing can also lead to better and more reliable communications with and from
the public. Although community policing officers should not be tasked to gather intelligence,
increased trust can represent an invaluable source of community information and awareness
for the police. This has the potential to become valuable information for the police to plan
and target their anti-crime and terrorism operations more effectively, and thus, community
policing and ILP directly support one another.

Community policing has sought to broaden policing mandates from a narrow crime fighting
and investigation focus to one that engages more directly with the community in order to gen-
erate community views and concerns often on a wide range of issues: include fear of crime,
crime prevention, physical disorder, and other social and neighbourhood problems. The core
principles reflected in community policing include a more service-oriented approach built
around the themes of ‘visibility, ‘accessibility’ and ‘familiarity; with a particular focus on col-
lective problem solving.® It also provides the means whereby the police are able to engage
more effectively with the public, and identify and resolve those problems that are the public’s
priorities.®!

According to key principles of community policing, the police should:
+ engage, mobilize and partner with communities;
« listen to communities’ concerns;

79 OSCE (2008a: 89).

80  Innes, Martin. Why ‘soft’ policing is hard: on the curious development of reassurance policing, how it became neighbourhood policing
and what this signifies about the politics of police reform. Journal of community applied social psychology, Vol. 15, No. 3 (2005:
156-169); and Quinton, Paul and Morris, Julia. “Neighbourhood policing: the impact of piloting and early nation implementation’,
(Home Office Online Report, 01/2008) [http://webarchive nationalarchives.gov.uk/20110314171826/http://rds.homeoffice.gov.uk/
rds/pdfs08/rdsolr0108.pdf] Accessed 2 June 2017.

81  Bullock (2013: 126-127).
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¢ be involved in joint problem solving with the community;

o bevisible and accessible to the public;

+ know the public and be known by them;

+ respond to communities’ needs;

« respect and protect the rights of all community members; and

 be accountable for their actions and their outcome of these actions.®

As discussed in Chapter 3, ILP was developed to challenge the dominant and tradition-
al reactive, response-based policing model. ILP is a top-down managerial decision-making
framework and approach, and has implications for both how policing is organized and how
it operates. On the organizational side, unlike community policing, which gives individual
police officers substantial latitude in developing their relations with local communities, ILP
is necessarily more centralized. Systematic gathering and analysis of data and information
provide the basis for informed managerial decisions.

ILP and community policing are complementary and mutually supportive approaches that
still have some distinct characteristics with regard to their orientation, hierarchical focus and
the decision-making actors, described in Table 8.4.

Table 8.4 Comparison of key dimensions of
community policing and intelligence-led policing

_ COMMUNITY POLICING | INTELLIGENCE-LED POLICING

Orientation? Local communities and Criminal groups, prolific and
neighbourhoods serious offenders, counter-terrorism

and VERLT

Hierarchical Bottom-up Top-down

focus?

Who determines Community concerns/ Policymakers and police

priorities? demands management from criminal
intelligence analysis

The criteria for success and the expected benefits of both approaches are similar, aiming for:
« increased police effectiveness based on increased information flow;
« increased community safety and security resulting in increased public satisfaction.

Gathering of intelligence should never be the primary objective of community policing but
can be a by-product of effective community policing. Complementing and supporting ILP,
community policing can facilitate the sharing of information between the public and the police
by building public trust and confidence in the police, and increasing the number of opportuni-
ties for interaction between the public and the police.

82  OSCE, ODIHR/TNTD (2014: 76).

89



8. ILP IN PRACTICE

920

In turn, the tasking and co-ordinating efforts of ILP may strengthen the effects of community
policing through the information analysis processes and through its hierarchical structures.
The more positive nature of the police-citizen relationship now promotes a more continuous
and reliable transfer of information from one to the other.

“Community policing has developed skills in many law enforcement officers that directly
support new ILP responsibilities: The scientific approach to problem solving, environmental
scanning, effective communications with the public, fear reduction, and community mobili-
zation to deal with problems are among the important attributes community policing brings
to this challenge”®

Thus, there is potential for community-policing efforts to serve as a gateway of locally based
information to prevent and target all forms of crime, including violent extremism and ter-
rorism (see sub-chapter 8.4). At the same time, ILP can help community officers to identify,
prioritize and address issues of public concern more effectively.

“Neighbourhood policing should act to generate information
and that information should be incorporated into and help
fuel the National Intelligence Model process. Guidance

has drawn attention to how information may be generated
from communities in different ways. This may include

the observations of members of the public; information
obtained by officers in the course of their duties within
neighbourhoods; and information derived from other

public sector workers such as teachers and doctors.

Doing so has been assumed to increase knowledge of

risk and vulnerability; improve opportunities for community
engagement; and increase community confidence.
Additionally, as we have seen, one aim of neighbourhood
policing has been to proactively identify and tackle crime
problems which are priorities for local communities. Police
officers should view these priorities as ‘intelligence’ and
incorporate them into National Intelligence Model systems.”

- Bullock (2013: 128-131).

A more local focus and approach also supports the prevention of terrorism and countering
VERLT, where communities have emerged as a key point of focus in the formulation and
implementation of counterterrorism policies. This is based on the idea that terrorism and

83  Carter (2009: 86-87).
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VERLT are threats to community security, not just state security, and that communities are
therefore also stakeholders and partners in counter-terrorism. Countering terrorism, and in
particular countering VERLT, also requires a multi-disciplinary and co-ordinated approach,
involving a broad range of public authorities beyond the security and criminal justice sectors.
By engaging with a broader number of people and engaging them on a diverse range of issues
not limited to empowerment against terrorism, the state can diminish the risk of stigmatizing
particular communities.®*

8.4 ILP in preventing and
countering terrorism and VERLT

Good policing is good terrorism prevention; thus, professional policing is instrumental in
uncovering intelligence associated with both terrorist activities and conventional crimes.
Encouraging this perspective enables local police departments to involve line officers more
actively and to reinforce the fact that enforcement, crime prevention, and terrorism preven-
tion are interrelated. This approach helps to balance the current emphasis on anti-terrorism
activities with traditional anti-crime efforts. Many line officers want to define their role in the
fight against terrorism. ILP can help clarify their contributions in this regard.®

With managerial guidance and proper training, ILP practice can provide all law enforcement
officers with a clear vision for their role in preventing and countering terrorism and VERLT.
If ILP structural and procedural channels are in place and well-functioning, gathering and
forwarding information and suspicions become an integral part of day-to-day duties of all law
enforcement, including general policing, border management and customs services.

Policies and programmes aiming to build contacts and trust with local communities, includ-
ing businesses, religious communities, youth and education leaders, and cultural centres, may
help in preventing and addressing violent extremism and terrorism. Thus, some countries
have redefined community policing within an ILP framework for counterterrorism purposes,
putting in place structures and processes, within national legal frameworks, for obtaining and
analysing information from the public and the local levels.*

As mentioned in sub-chapter 8.3, it must be clearly understood by the police and the com-
munities that community policing not only involves the gathering of intelligence, but also
safeguarding the communities’ needs. Still, the main task of community policing remains the
building and maintenance of police-public partnerships, based on mutual respect and trust.?”

84  OSCE, ODIHR/TNTD (2014: 74).
85  Peterson (2005: 15-16).

86  Ratcliffe (2016: 115).

87  OSCE ODIHR/TNTD (2014: 179).
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“There is one area where community policing could be the
only viable option to gather useful information from the
community. In a counter-terrorism scenario, numerous
commentators have argued that community policing will be
more effective at gathering local information and potential
intelligence, and more in line with public expectations of
police in a democratic nation, than covert tactics and other
intelligence techniques.” - Innes (2006: 229).

Where there is a shared understanding by both police and communities that the aim of the
police and partner agencies in countering VERLT is to first and foremost protect the vul-
nerable from radicalizing influences, trust can be more easily built. Concerns of spying and
targeting of communities by the police can be largely alleviated when communities under-
stand that the police’s role is to protect them and when VERLT is explained in the context
of safeguarding the community, for example, preventing child sexual exploitation or human
trafficking. Certainly, experience from the United Kingdom has shown that suspicion of its
prevent strategy and policy activity can be mitigated when the police, central and local gov-
ernment agencies work together to deliver a consistent message that the prevent strategy is
simply and fundamentally aimed at protecting the vulnerable from radicalizers, irrespective
of their community of origin.

To facilitate this important role of community policing, community policing officers must
be trained on where to look for and how to identify signs of terrorism planning or VERLT,
and how to forward the information in line with national SOPs through relevant channels to
a centralized analysis entity. Officers should also undertake specialized training on human
rights in order to perform such tasks in full respect of human rights standards.® It is also im-
perative that local officers who forward such information receive feedback from their efforts
in this regard.

In order to support the central role of community policing in building the police-public
partnership and crime prevention at all levels, including serious crime and suspected terror-
ism-related activity, or preventing and countering VERLT, some countries have established
specially trained officers in VERLT, deployed in addition to and in support of the local com-
munity policing officers. Decisions on the locality of this long-term resource deployment are
based on intelligence analysis providing an assessment of risk and threat from VERLT on a
geographical basis. Within a predefined structure and based on formal decisions rooted in
national legislation, these officers engage with communities as community policing officers
would, but with the specific and explicit purpose of overtly working with communities and
civic society groups to build trust and minimize risk and threat associated with VERLT. Like
community policing officers, these specialist officers submit information for evaluation and
assessment through formal communication channels to a central analysis function or insert it
direct into national databases. The emphasis of this specialist role is, as always, to work in the

88  OSCE, ODIHR/TNTD (2014: 106-107).
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community and with communities and to engage all stakeholders in preventing VERLT; it is
not about spying on these communities.

As outlined in Chapter 7, ILP relies on well-functioning organizational structures and com-
munication systems that can facilitate two-way information flow between communities, com-
munity policing officers and other local sources, and a central analysis entity. Again, it must
be stressed that the main objective of community policing is not to spy on communities, but
rather to establish positive connections and increase trust between the police and the public
to enable the flow of information and intelligence. Community engagement in the context of
VERLT needs to build on functioning police-community relations and community support,
which cannot be assumed; it must be won. Trusting relations between the police and various
sections of the community need to be developed long before sensitive issues such as VERLT
can be addressed in joint efforts.* Where community policing officers have established trust
and healthy communication channels with their local communities, they may be the strongest
or even the only source of information coming from the community that can identify the driv-
ing factors of terrorist radicalization, which could lead to the prevention of terrorist incidents
or identify the individuals that may be vulnerable to terrorist radicalization.
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